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OIPEAEJIEHMSA

B HacTosIEM JOKYMEHTE HCIOJIb3YIOTCA CIEAYIOUIe TEPMUHBI U HX ONpene-
TEHHUS.

ABTOMATH3MPOBAHHAA CHCTEMA — CHCTEMa, COCTOsIas M3 IE€pCoHana H
KOMILIEKCA CpeJICTB aBTOMATH3allMi €ro NesATeNBHOCTH, peatusyioumas uHpopMa-
IIHOHHYIO TEXHOJOTHIO BBIIOJHEHHUS YCTAHOBICHHBIX QYHKIIHM.

AyTeHTHQHKANHSA OTHPABHTEIS NAHHBIX — MOJATBEPXKICHHE TOTO, YTO OT-
IpaBUTEND TIOyYE€HHBIX JaHHBIX COOTBETCTBYET 3asSBICHHOMY.

Be300acHOCThL NEPCOHAIbLHBIX JAHHBIX — COCTOSHHE 3aIIUIICHHOCTH HEPCO-
HAIBHBIX JAHHBIX, XapaKTepH3yeMoe CIOCOOHOCTBIO IOJIb30BATENel, TEXHHYECKHX
CPEeICTB U HH(POPMAIMOHHBIX TEXHONOIHH 00ecnednTh KOH(HICHIHAIBHOCTE, 1ie-
JIOCTHOCTh M JOCTYIIHOCTh NEPCOHANbHBIX JAHHBIX NpU MX oOpaboTke B MHQOpMA-
IIMOHHBIX CHCTEMAX MEepPCOHANbHBIX JaHHBIX.

BroMeTpHYecKHe ePCOHANBHDIC JaHHbIE — CBEJICHHS, KOTOPBIE XapaKTepH-
3yI0T (PM3HOJIOTHYECKHE OCOOEHHOCTH 4€I0BEKa H Ha OCHOBE KOTOPBIX MOXHO yCTa-
HOBHTbH €ro JITYHOCTh, BKMoYas (ororpaduu, oTmedaTKy majbleB, o0pa3 ceT4aTku
ria3a, 0COOEHHOCTH CTPOEHHMS Tella K APYryIo MoA00HYI0 HHGOPMALHKIO.

BJI0KHpOBaHHe MEPCOHANBHBIX JAHHBIX — BPEMEHHOE NpeKpalllenne coopa,
CHCTEMATH3al[MH, HAKOIUIEHHA, WMCIIOJB30BaHMUA, paclpOCTpaHEHHs, NEPCOHANBHBIX
IOaHHBIX, B TOM YHCIIE UX Nepefayy.

Bupyc (KOMIbIOTepHLIH, NPOrpamMMHBIH) — HCIONHAEMbIH POrPaMMHBIH
KOA WM MHTEpHpEeTHPYEMBI HAaOOp HHCTPYKUHMH, 0OjafarolMii CBOWCTBaMH He-
CaHKI[MOHMPOBAHHOTO PACIpOCTpaHeHus U caMmoBocnpouspeaenus. Cosnannbie nyo-
JIMKAThl KOMIBIOTEPHOrO BHpyca HE BCerJa COBMNANalOT ¢ OPHIMHANOM, HO CO-
XPaHSIOT CIIOCOOHOCTh K JabHEHIIEMY PaCIIPOCTPAHEHHIO B CAMOBOCIIPOU3BEICHHUIO.

Bpeaonocuasi mporpaMma — nporpaMma, IpejJHa3Ha4eHHas IS OCyLIeCTB-
JIEHUS HECAHKIMOHHPOBAHHOI'O AOCTYNa W (MJIM) BO3JEHCTBHS Ha NepCOHAJIBHBIC
JIAHHEIE WA PECYPChl HHPOPMALIMOHHOW CHCTEMB] IEPCOHANIBHBIX JaHHBIX.

BcnoMoratenbHble TEXHHYECKHE CPEACTBA H CHCTEMbI — TEXHHYECKHUE

CpeAcCTBA U CHCTEMBI, HC NMpPECAHA3HA4YCHHBIC LT IICPECAAa4iH, 06pa60TKH U XpaHCHUIA




NepCOHANLHBIX JAHHBIX, YCTAHABIHBAEMBIE COBMECTHO € TEXHMUECKMMH CPEACTBAMH
M CHCTEMaMH, NpeIHa3HAYeHHBIMH U 0OpaboTKH MepCOHANBHBIX JAHHBIX MK B
MOMEIIEHNsX, B KOTOPBIX YCTaHOBJIEHBI HMH(OPMAIMOHHBIC CHCTEMBI II€PCO-
HAJIbHBIX JAHHBIX.

JlocTyn B ONEpamHMOHHYI0 cpely KommbioTepa (AHOPMAanHOHHOH CHCTe-
MBI IEPCOHANLHBIX AAHHBIX) — [OTyYEHHE BO3MOXKHOCTH 3aITyCKa Ha BBIMOIHCHUE
LITATHBIX KOMAaH#, (YHKIHH, IpoUeayp ONEpaliOHHOR CHCTeMBI (YHHYTOXEHNH,
KOMMPOBAHHUS, IIEPEMEILEHI U T.II.), UCTONHAEMBIX (aifioB NMPHKIANHEIX IIPO-
rpaMM.

Joctyn K HEGOPMAIAH — BO3MOKHOCTh MOTy4YeHHs HHGOpMAUKK U ee HC-
MOJIb30BaHUSL.

3aK1af09HO0e YCTPOHCTBO — 3JIEMEHT CpelcTBa cheMa HH(OPMAlMH, CKPBIT-
HO BHEJIPSIEMBIH (3aK/IaIbiBaeMbIi I BHOCHMBIH) B MECTa BOSMOXHOTO CheMa HH-
dopMaruu (B TOM 4Kciie B OrpaxIeHHe, KOHCTPYKIIMIO, 000py/I0BaHHE, PEIMETEI
MHTEpbEPa, TPAHCTIOPTHBIE CPEJICTBA, 4 TAKKE B TEXHUYECKHE CPEICTBA U CHCTEMBbI
06paboTku nHGOpMaLHH).

Jammmaemas HEGopManus — HHPOPMALKS, SBIBEOLIAACS MPEAMETOM CO0-
CTBEHHOCTH H TOJUIEXKALLAs 3alMTe B COOTBETCTBUH C TPeOOBaHMSIMHU IIPABOBBIX JI0-
KyMEHTOB MJTH TpeGOBaHMAMH, YCTAHABIIHBAEMBIMU COOCTBEHHMKOM HH(OpMALIHH.

HnenTHHKaNHsA — NPUCBOEHHE CYOBEKTaM H OOBEKTaM [OCTyIa WACHTU-
(ukaropa ¥ (WIK) CpaBHEHHE MPEIbBIIEMOr0 HACHTU(UKATOPA C EPEUHEM pH-
CBOCHHBIX HICHTH(PHKATOPOB.

HapopMATHBHBIH CHIHAJ — JIEKTPUYECKHE CHIHAJIBI, aKyCTHYECKHE, BIICK-
TPOMATHUTHEIE U JIpyTHe (U3HYecKye TojIs, 110 NapaMerpaM KOTOPBIX MOXET ObITb
packpbiTa KOH(QUICHIMAIbHAsA HHGopMaus (epcoHaNbHbIE JaHHbIE) 00pabathbl-
BaeMasi B HHQOPMALIMOHHON CUCTEME TIEPCOHANTbHBIX JaHHBIX.

Hudopmanuonnas cacreMa uepcoHaabHbix AaHEbIX (MCIAn) — uadop-
MaI[MOHHas CHCTEMa, MpPEeACTaBIomas coboil COBOKYNHOCTh IMEePCOHAbHBIX JaH-

HBIX, COACPIKAIIIUXCA B Oaze JaHHBIX, a TAKOKE HH(bOpMaIII/IOHHbIX TEXHOJIOTHH U TeX-




HHYECKHX CPEJICTB, IO3BOJSIOMIMX OCYIECTBIATh 00pabOTKY TaKHX MePCOHATbHBIX
NAHHBIX C UCIOJB30BaHUEM CPEICTB aBTOMATH3ALMU UM O€3 MCIOb30BAHUS TaKHX
CPEACTB.

HudopMalHOBHEBIe TeXHOJOTHH — TIPOLECCH], METO/IBI TIOMCKa, cO0pa, Xpa-
HEHHsI, 0OpabOTKH, IpPENOCTABIICHHUS, PACcTIPOCTPaHEHHsT HHPOPMAIMHE H croco0bl
OCYIIIECTBJIEHHS TAKUX ITPOLIECCOB H METOJIOB.

Hcnoab30BaHHe NePCOHANBLEBIX AAHHBIX — JCHCTBHA (omepaluu) ¢ nepco-
HAIBHBIMY JIAHHBIMH, COBEpIIAEMEIE OIIEPATOPOM B IEJSAX NPHHATHS PELICHAH MM
COBEPLICHUS HHBIX NEHCTBHM, NOPONKIAIOMHUX IOPUIMIECKHE IIOCIEACTBUS B OTHO-
LIIEHHH CyOBeKTa MepCOHANBHBIX JaHHBIX MM JPYTHX JUI 1100 HHBIM 00pa3oM 3a-
TparuBarouiux nnpaBa A CB06OIHJI CY6'beKTa NEePCOHAIBHBIX JaHHBIX WA OPYTHUX JINII.

HcTouHHK Yrpo3nl GezonmacHOCTH MHpOpMamul — CyOBEKT JOCTyIla, Mare-
PUATBHBIA OOBEKT WM (PU3MUIECKOE SIBICHHE, SBIOLIMECS NPHYHMHOH BO3HHMKHO-
BEHHS yrpo3bl 6€30macHOCTH HHQOPMAIHH.

KonTpoaHpyemas 30Ha — [IPOCTPAHCTBO (TEPPHTOPHS, 3/aHHe, YacThb 3/1aHus,
TOMEILIEHHUE), B KOTOPOM MCKIIFOUEHO HEKOHTPOIMPYEMOE IpeOBIBAHHE MOCTOPOHHHX
JIALI, 4 TAKXKE TPAHCTIOPTHBIX, TEXHHYECKUX M MHBIX MaTepUATbHBIX CPE/CTB.

KoH}HAeHNHANLHOCTh NEPCOHANBHBIX JAHHBIX — 00s3aTENBHOS UL CO-
OMrofenys OIepaTopoOM WM HHBIM [TOTYYHBLIUM JOCTYII K IIEPCOHATBHBIM JaHHBIM
JIMLOM TpeGOBaHUe HE JOMyCKATh HX PACPOCTpaHeHHe 6e3 cornacks CyObeKTa Iep-
COHAIBHBIX JAHHBIX WM HATHYKS HHOTO 3aKOHHOTO OCHOBAHHS.

MeaxkceTeBoi 3KpaH — JOKAIBHOE (OJHOKOMIIOHEHTHOE) WM (QyHKLHMOHAIb-
HO-pacIpeeieHHOE  TIPOTPaMMHOE  (TIPOrpaMMHO-AINNapaTHOE) CPeCTBO  (KOoM-
IUIEKC), PeaIn3yIollee KOHTPOJIb 32 MH(OopMarel, nocTynaiomeid B MHpopMalm-
OHHYIO CHCTEMY MEPCOHATBHBIX JAHHBIX U (HJIM) BRIXOMILEH U3 HHOOPMAMOHHOH
CHUCTEMBI.

HapymuTens 6e300aCHOCTH NEPCOHAIBHBIX AAHHLIX — (QH3HYECKOE JIHLIO,

CJI}’HHﬁI—IO WK NIpEAJHaAMEPEHHO COBCPLIAIOILICC JEeHCTBUS, CIICACTBUEM KOTOPBIX ABJLA-




eTcst HapylleHHe Ge30IacCHOCTH MEPCOHATBHBIX JAHHBIX NPU UX 00paboTKe TeXHHHe-
CKHAMH CPEJACTBaAMH B HHPOPMAIIMOHHBIX CHCTEMAX MEPCOHANIBHAIX IaHHBIX.

HeaBroMaTH3dpoBanHas 06paGoTka MepCOHANBHLIX JAHABIX — 00paboTKa
TepCOHANBHBIX NAHHBIX, COMEpPKAMUXCA B MHGOPMALMOHHON CHCTEME NEPCOHAIb-
HBIX JAaHHBIX JIA0O M3BICYCHHBIX M3 TAKOH CHCTEMbI, CUMTAETCS OCYIIECTBIECHHOM
e3 WCIIONB30BaHNS CPENCTB aBTOMAaTH3alMu (HeaBTOMATH3UPOBAHHOM), €CIIH TaKue
JeHCTBUS C NEepCOHANBHBIMU JaHHBIMU, KaK HMCIONIb30BaHUE, YTOYHEHHE, Pacnpo-
CTpaHeHHe, YHUUTOXEHHE NEPCOHANBHBIX JAHHBIX B OTHOIICHHH KAKAOrO U3 Cy0b-
€KTOB MEPCOHANBHBIX NAaHHBIX, OCYIIECTBIAIOTCSA NPH HENMOCPEACTBEHHOM YYacTHU
YenoBeKa.

HeneknapapoBaHHbIe BO3MOXKHOCTH — (YHKUMOHAJIbHBIE BO3MOXKHOCTH
CPeICTB BBIMMCITMTEIBHOH TEXHHKH, HE OIMCAHHBIE WM HEe COOTBETCTBYIOLIME OIH-
CaHHBIM B JIOKYMEHTAIMH, IPH HCIIOIB30BAHMH KOTOPBIX BO3MOXKHO HApyLICHHC
KOH(UICHIHMATLHOCTH, JIOCTYIHOCTH WIH LENOCTHOCTH 00pabarbiBaeMoi HH-
dbopMarmu.

HecaHKIHOHHPOBAHHBIA A0CTYN (HECAHKIHOHHDOBAHHBLIE AelicTBHSA) -
JOCTYTI K MH(OpMAalMy WM AelCTBHS ¢ HHGOpMALIKEH, HapyLIatolye NpaBuiia pas-
rPaHUUYEHHs JOCTYTIA C HCTIONB30BAHMEM IITATHBIX CPEJICTB, PEJIOCTABISIEMBIX HH-
(bopMaMOHHBIMI CUCTEMaMH [IEPCOHAJIbHBIX JaHHBIX.

Hocureah BE(oOpManEH — GU3HYECKOe JIULO WK MaTepHaIbHEIH 00BeKT, B
TOM uHMciie (PH3HYECKOe TOJIE, B KOTOPOM MH(pOpMAlHs HAXOAUT CBOE OTPLKCHUE B
BHJE CHMMBOJIOB, 00Opa30B, CUTHAIOB, TEXHHYECKHMX DEIICHHIA W MPOLECCOB, KOJH-
4YeCTBEHHBIX XapaKTePUCTUK PU3NUECKUX BEIUYHH.

Obe3nHYHBAHHE NEPCOHANBHBIX AAHHBIX — JIEHCTBHS, B pe3yJibTaTe KOTO-
PBIX HEBO3MOXKHO OIpeJeNMTh NPHHAJIEKHOCTE NMEPCOHANBHBIX NAHHBIX KOHKpET-
HOMY CyOBEKTY MepCOHANBHBIX JaHHBIX.

OGpaGoTKa MepcOHAJBHLIX AAHHBIX — JIEHCTBHS (ONepanuM) ¢ MepCOHab-
HEIMHM JaHHBIMH, BKIIOYas cOOp, CUCTEMATH3ALMIO, HAKOIUICHHE, XpaHEHHE, yTO4-

HeHHe (OOHOBJIEHHE, H3MEHEHHUE), UCTIONE30BAHUE, PACIIPOCTPAHEHHE (B TOM YHCIIe




nepenady), obeznnuuBaHKe, OJOKUPOBAHME, YHHYTOXKCHHE MNEPCOHAIBHBIX IaH-
HBIX.

O0menocTynnbie HePCOHANbHbIC JAHHBIC — [IEPCOHANIBHBIE IaHHbIC, NOCTYII
HEOrpaHHYEHHOTO KpyTa JIAIl K KOTOPHIM MPEJOCTaBlIeH C COTNIacks CyOBbeKTa mepco-
HaIbHBIX JAHHBIX WM HA KOTOPbIE B COOTBETCTBHH C (peAepanbHbIMM 3aKOHAMH HE
pacnpocTpaHseTcs TpeboBaHHe COOMONeHNS KOHPHISHIIHATLHOCTH.

Oneparop (mepcoHANBHBIX AAHHBIX) — FOCYJAPCTBEHHBIN OpraH, MyHHIIH-
ManbHBI OpraH, IOPUIMYECKOE WM (DU3MYECKOe JIMIO, OpraHM3ylolee U (M)
OCYIIEeCTBIIsFOLIEE 00pabOTKy MEPCOHATIBHBIX JAaHHBIX, a TAKXKE ONpPEAEILIOIIYe Lie-
JIU U cofiepKaHue 0OpabOTKH NEPCOHANIBHBIX JaHHBIX.

Texuuyeckne cpencrea HEGOPMANHOHHOH CHCTEMbl NEPCOHAILHBIX AaH-
HBIX — CPEACTBA BBIYHUCIMTEIBHON TEXHHUKH, WH(OPMALMOHHO-BBIUHCIHMTEILHBIE
KOMILIEKCEI M CETH, CPEICTBA W CHCTeMBbI Mepelaud, npuema M obpabotku I/l
(cpencTBa W CHCTEMBI 3BYKO3AIMCH, 3BYKOYCWICHHs, 3BYKOBOCIIPOM3BENICHMHS, I€-
PETOBOPHBIE U TENEBH3UOHHBIE YCTPOMCTBA, CPEICTBA M3TOTOBJIECHHs, THPDKUPO-
BaHMs JOKYMEHTOB M JpyIMe TeXHMYeCKHe CpeacTBa 0OpaboTKu pedeBoil, rpapu-
YECKOM, BUIEO- ¥ OyKBEeHHO-IIM(POBOIi HHGHOPMAILHH ), TPOrpaMMHEBIE CpezICTBa (ore-
pAILOHHBIE CHCTEMBI, CHCTEMBI YIIpaBJieHUs 0a3aMi JaHHBIX M T.I1.), CPEACTBA 3ally-
Thl HH(pOPMALINH, IPUMEHSIEMBIE B UHPOPMALIMOHHBIX CUCTEMAX.

IlepexsBar (audopmManHu) — HENPaBOMEpHOE MONyYeHHE WHGOpPMALUU C HC-
I10JIb30BAHMEM TEXHHYECKOI'O CPENCTBA, OCYLIECTBIAIOMIEr0 OOHapyKeHHe, NPUEM H
00paboTKy UHPOPMaTHBHBIX CUTHAJIOB.

IlepconanbHble RaHHDbIE — M100as8 HHPOpMaLUMs, OTHOCALIA’ACA K ONpeneeH-
HOMY WM OIIpeJe/sieMOMY Ha OCHOBAaHHMH Takoi HHQopMannu (QU3HUECKOMY JHILY
(cyOBekTy nmepcoHalbHBIX AaHHBIX), B TOM 4Hclie ero ¢paMuiIns, UMs, OTYECTBO, I'OJ,
Mecdl, faTa d MECTO POXKAEHHS, aJpec, CEMEHHOE, COHHAIbHOE, HMYIIECTBEHHOE
TMOJIOKeHUEe, 00pa3zoBaHue, npodeccust, JOXOAbI, Apyras HHPOpMaLHsl.

IToGognbIe 3IeKTPOMATHATHBIE H3JIYyUCHHSI H HABOJKH — 3JICKTPOMArHUT-
Hble M3JYy4YeHHs TEXHMYECKHUX CpeACTB 0OpaboTKH 3amuinaeMoil MHGOpManuy, BO3-

HHUKAIIHEC KAK no0oYHOE sIBJIeHHE U BbI3BaHHBIE DJICKTPUYCCKUMU CHI'HAJIaMH, Je-



CTBYIOLIMMH B HX JIEKTPHYECKUX M MarHUTHBIX LENMAX, & TAKKE dJIEKTPOMArHUTHBIE
HABOJKH 3THX CHTHAJIOB Ha TOKOIIPOBOASAIIME JIMHHAH, KOHCTPYKIUH U LECTIH MUTaHHUS.

IToJHTHKR «YHCTOTO CTOJA» — KOMILIEKC OPTaHU3allHOHHBIX MEPOIPHATHH,
KOHTPOJHPYIOLIUX OTCYTCTBHE 3allMCHIBAHHA Ha OyMa)kHbIe HOCUTENH KIOYeH u ar-
pubyToB KocTyna (mapoJieil) 1 XpaHeHHs UX BOIM3K 0OBEKTOB JIOCTYIA.

IMoas3oBaTeab HHPOPMANHOHHOH CHCTEMBI NEPCOHAJIBHBIX JAHHBIX — JIU-
110, y4acTByroulee B (YHKIHOHUPOBAHUH HH(POPMAIMOHHOM CHCTEMBI IIEPCOHANIBHBIX
IAHHBIX UJIM UCIIOJB3YIOIIEe Pe3ybTaThl €€ GYHKIMOHUPOBAHHUA.

IIpaBria pa3rpaHHYEHHH [JOCTYNA — COBOKYIIHOCTh MNpaBHJI, perjJaMeHTH-
PYIOIIMX IIPaBa JOCTyNa CyObeKTOB JOCTyNa K 00beKTaM J0CTyIIa.

IIporpaMMHas 3aKJIaJKa — KOX NPOrpaMMbl, NPeIHAMEPEHHO BHECEHHBIA B
IpOrpaMMy ¢ HENbI OCYIIECTBHUTH YTE€UKYy, U3MEHUTb, OJOKMpOBaTh, YHHUTOXHTH
MHQOPMALMIO MM YHHYTOXHTH M MOAUGHUMPOBATH IIPOrPaMMHOE ObecredeHHe
MHGOPMALMOHHOM CHCTEMBI MEPCOHANBHBIX NAaHHBIX H (MnM) ONOKHpOBaThH arma-
paTHBIE CpeACTBa.

IlporpaMMHoOe (IPOrpaMMHO-MATEMATHYECKOE) BO3JEHCTBHE — HECAHK-
IIMOHUPOBAHHOE BO3JEHCTBHE HA PECYPCH aBTOMATH3HPOBAHHONW HMHGMOPMAIMOHHON
CHCTEMBI, OCYIIECTBIISIEMOE C HCIIOJIb30BAHHEM BPEIOHOCHBIX IIPOrPaMM.

PackpbiTHE NEPCOHANBHBIX AAHHBLIX — YMBIIIJIEHHOE HIIM CiIy4aiiHOe Hapy-
nIeHne KOH(QUIEHINAIBHOCTH MEPCOHAIBHBIX JaHHBIX.

PacmpocTpaHeHHe NepPCOHAJBHBIX AaHHBIX — JeHCTBHS, HalpaBJIeHHbIE HA
Mepeavy NepPCOHAJBHBIX NaHHBIX OIPEAEJIeHHOMY Kpyry JHll (Iepenada Iepco-
HAJIBHBIX JAHHBIX) WK HA O3HAKOMJIEHHE C IEPCOHAJIBHBIMHM JaHHBIMU HEOTPaHH-
YEHHOT'O Kpyra JIMI[, B TOM YHciie 00OHapoJ0oBaHHe EPCOHAIBHBIX JaHHBIX B CPEACT-
Bax MaccoBOH uH(popManuu, pasMelleHne B HHPOpMALIIOHHO-
TENEeKOMMYHUKAIIUOHHBIX CETAX WM NPEAOCTaBICHHE OOCTYNla K NEPCOHAILHBIM
JAHHBIM KaKHM-JINOO HHBIM CIIOCOOOM.

Pecypc HHpOpMAnHOHHOH CHCTEMBI — NMCHOBAHHBIM 3JIEMEHT CHCTEMHOIO,

NPUKJIQIHOTO HJIM aIlapaTHOro obecreueHWs] QYHKIUOHHPOBAaHHS MH(OpMalMOH-

HOM CUCTEMBI.



CnenuanbHbie KATErOpHH NePCOHAJILHBIX JAHHBIX — MEPCOHAIBHBIC JaH-
Hble, KaCaIoIMeCT PAacOBOi, HAIIMOHANILHON IPHHANTIEXHOCTH, IIOTHTHYECKUX B3IJIs-
JI0B, PEJMTHO3HBIX WM PUI0COYCKUX YOKAEHHUH, COCTOSHMS 300POBbs H HHTUMHON
JKU3HHU Cy6’beKTa nepCoOHaJIBHBIX JaHHBIX.

CpeacTBa BLIYACAHTEIbHON TEXHHKH — COBOKYIIHOCTH IIPOIPaMMHBIX H
TEXHUUYECKHUX 3JIEMEHTOB CHCTEM OOpabOTKM JAHHBIX, CTIOCOOHBIX (DyHKIIMOHHPO-
BaTh CAMOCTOSITEJIbHO UJIK B COCTaBe APYTUX CUCTEM.

Cy6nexT aocryna (cy0bexr)— IO WIM MPOLECC, ACHCTBHAS KOTOPOro per-
JIAaMEHTUPYIOTCSI IPABUJIAMH pa3rpaHUUEHHs JOCTyIa.

TexHHYeCKHHE KAHAJ yTe4KH HHPOPMAamHH — COBOKYITHOCTh HOCHTEIS HH-
dopmarum (cpencrtea 06paboTKH), HU3HYECKOI Cpelsl pacHpocTpaHeHus: HHGOp-
MAaTHBHOI'O CHTHAJIA M CPEJCTB, KOTOPBIMH JOOBIBaeTCS 3aiiyiaeMas HHGopManus.

TpancrpanuuHasi mepeaada HePCOHANBHLIX JAHHBIX — Iepejaya Iepco-
HaJIbHBIX JaHHBIX ONEpaTopoM uepe3 ['ocymapcTBenHylo rpanuiy Poccuiickoi @e-
Jepalliy opraHy BJIACTH HHOCTPaHHOrO rocCyaapcTBa, (1)I/I3I/I‘ICCKOMy HJIH opuauye-
CKOMY JIUILY HHOCTPAHHOTO roCyJapCTBa.

Yrpo3sl (e300aCHOCTH IEPCOHAIBHBIX AAHHBIX — COBOKYITHOCTD YCIIOBUM U
(aKkTOpOB, CO3MAIOIINX ONACHOCTh HECAHKHIHOHHPOBAHHOIO, B TOM UMCJIE CITyddk-
HOTo, JOCTyIa K INEPCOHABFHBIM JaHHBIM, PEe3yJIbTaTOM KOTOPOIO MOXET CTaTh
YHUYTOXKECHHE, H3MEHEHHe, OJIOKHMpOBaHHE, KONMHMPOBAHHUE, PACIPOCTPaHEHHE Iep-
COHAJIIbHBIX JJAHHBIX, & TAKOKE HHBIX HECAaHKIIMOHUPOBAHHBIX ACHCTBUI NpH UX 00pa-
60TKe B MH(QOPMAIIOHHO CHCTEME NEPCOHATIBHBIX AaHHBIX.

YHHYTOXKEeHHE NEPCOHAJNBHBIX JaHHBIX — JICHCTBUSA, B PE3YNbTaTe KOTOPBIX
HEBO3MO)XHO BOCCTAHOBHUTH COAEpXKaHHWE MEPCOHATBHBIX JAHHBIX B HH(OpMALH-
OHHOM CHUCTEME MEPCOHATBHBIX JAHHBIX WIH B Pe3y/IbTaTe KOTOPBIX YHUUTOXKAIOTCS
MaTepHaIbHbIE HOCHUTENIM IEPCOHANBHBIX JaHHBIX.

YTedka (3amumaemoii) HEPOPMANAH N0 TEXHHYECKHM KaHAJIaM — HEKOH-

TPOJIMPYEMOE pacipoCcTpaHeHHe MHGOpPMAIMK OT HOCUTEN 3alMILaeMoi HHQOp-



Malliy 4yepe3 QU3HMYECKYIO Cpeqy [0 TEXHHYECKOrO CPEICTBA, OCYIIECTBIIAIOIIETO
nepexsaT HHQOPMaLIHH.
YH3BUMOCTB — €/1a00OCTh B CPEICTBAX 3allUTHI, KOTOPYIO MOXKHO HCIONIB30-
BaTh J/1s HAPYIIIEHUs] CHCTEMBI HITY cojiep Kaliielics B Hell hHdopMaluu.
IesiocTHOCTH HEQOPMALHHE — CIIOCOOHOCTH CPEACTBA BBIYMCIIUTEILHON TEX-
HUKH WM aBTOMATH3HPOBAaHHOM CHCTEMBI obecreuuBaTh HEH3MEHHOCTH HMHGOp-

MallHK B YCIIOBHSIX CITy4aifHOTO H/HITH MpeJHAMEPESHHOTO HCKaXKeHHs (paspylUeHHus).



OBO3HAYEHMS U COKPAIIIEHHSA

ABC — aHTHBUpYCHEIE CpENCTBa

APM — aBTOMaTH3UpOBaHHOE pabouee MECTO

BTCC — BcrioMorarebHble TEXHHYECKHE CPEICTBA M CHCTEMBI
HCIIH — nHdopMallMoHHast CUCTEMA IIEPCOHAJIBHBIX JAHHBIX
K3 — xoHTpOsmpyeMasi 30Ha

JIBC — noxanbHas BEIYHCIHTENLHAS CETh

MD — MexcereBoii SKpaH

HC/I — HecaHKIIMOHHPOBAHHEBIA JOCTYII

OC - onepaunonnas cucrema

I1/TH — nepcoHaNbHEIE JaHHBIE

IIMB — nnporpaMMHO-MaTeMaTHYeCKOE BO3JEHCTBIE

I1O — nporpammuoe obecneyenue

[ISMMH — noGouHbIe 3EKTPOMArHHTHBIE H3TYYEHHs U HABOJIKH
CA3 — cucreMa aHaJM3a 3aIMUILEHHOCTH

C3U — cpencTBa 3amUTh HHGOPMALUK

C3I1[IH — cucreMa (IOACHCTEMA) 3aIUUTHI IEPCOHATBHBIX JAHHBIX
COB — cucrema 0OHapyKeHHA BTOPKEHHH

TKVH — TexHuyeckue KaHab! YTeUKH HHPOpMALHY

YBIT/IH — yrpo3b1 Ge30nacHOCTH NePCOHATBHBIX JaHHBIX




BBEJEHUE

Hacrosamas Konuenuus undopmanuonHoii 6ezonmacioctd UCI1/In anMHHACT-
pauun MP «Ycte-Kynomckuii» sBisercs oQUUHAIBHBIM JOKYMEHTOM, B KOTOPOM
OlpeJielieHa CHcTeMa B3IJIsIOB Ha obecrniedeHue HHGOPMALMOHHOM 0e30MacHOCTH
agmuHKCcTpanuid MP «YcTe-KynoMckuity.

Heo6xomumMocTs paspabotku KoHuenuuu oGycioBieHa cTpeMUTENBHBIM pac-
IIHPEeHHEM Chephl NPUMEHEHHS HOBEWHIMX HH(OOPMALMOHHBIX TEXHOJOIMH M IpO-
neccoB B agMuHHCTpauuu MP «Ycrb-Kynomckuit», npu obpaboTke uHboOpMalyu
BOOOIIIE, H TIEPCOHANBHBIX AaHHBIX B YACTHOCTH.

Hacroamas Konuenuus onpenenser oCHOBHBIE L€l M 3aJa4H, a TaKXe 00-
IYI0 CTPATErHiO MOCTPOEHMS CHCTEMBI 3alllUThl NMepcoHaNbHBIX AaHHBIX (C3I1JIH)
aqMuHACTpauu MP «Ycere-Kynomckuity. KoHnenuus ompenensier OCHOBHEBIE Tpe-
boBanus ¥ 6a30Bble MOAXO/bI K X PealH3allly, I JOCTHXEHHS TpeOyeMoro ypos-
Hs 6€30MacHOCTH HHPOPMAaHH.

KoHuenuus paspaboraHa B COOTBETCTBHH C CHCTEMHEIM IOIXOI0M K obecre-
YeHHIO HHPOpMAMOHHOH Ge30macHOCTH. CHCTEMHBIN TIOAXO IIPEAIoaaraeT npose-
JAeHHE KOMIUIeKCAa MEpONPUSTHH, BKIIOYAIOMIMX HCCIIeN0oBaHHE Yrpo3 MH(OpMAalH-
OHHOM 6€30IacHOCTH U Pa3paloTKy CHCTeMBI 3amuThl [1JIH, ¢ MO3UIMH KOMILTEKC-
HOr'0 NPYMEHEH! S TEXHHYECKHUX M OPraHHU3alHOHHBIX Mep H CPEJCTB 3allUTHL.

IMox uHpopManuoHHON 6e3omacHocTeio [I/[H TMOHMMAETCS 3aALUIEHHOCTH
NIEPCOHANBHBIX AaHHBIX M 0OpabathiBarolell UX HHQPacTPyKType OT JHOOBIX CIIy-
HaHHbIX WM 3JIOHAMEPEHHBIX BO3IEUCTBU, Pe3yIbTATOM KOTOPEIX MOXET SIBHUTHCS
HaHeceHue yuiepba camoit nHopManuy, ee Bragenbuam (cybbexram [1J1H) uan uH-
dbpactpykrype. 3anaun UHGOPMALMOHHON 6€30MIACHOCTH CBOAATCS K MUHAMM3AIHH
ylep6a 0T BO3MOXHO# peanusanuy yrpos 6esonacaoctd I1JIH, a Takxke K IPOrHO3H-
POBAHHIO U NIPEIOTBPALICHHUIO TAKUX BO3IEHCTBHMA.

KoHuenuus ciyxuT ocHOBOH 1718 pa3paboTKU KOMILIEKCA OPTraHM3allMOHHBIX
U TEXHHYECKHX Mep N0 obecledeHHI0 HHPOPMAIHOHHOM 6e30NacHOCTH aIMHHHCT-

pauun MP «VYcete-Kynomckuii», a Takike HOPMaTHBHBIX U METOAMYECKUX JTOKYMEH-

TOB, 06€CTICUMBAOIINX €€ PeATH3allIO, U He IIPEeNIoaraeT NoAMeHbl QYHKIHMIT To-




CyapCTBEHHbBIX OpraHoB BjacTd Poccuiickoii Penepannn, oTBEYAIONUX 3a oOecHe-
YeHHe Oe30MaCHOCTH HHPOPMALIHOHHBIX TEXHONIOTHI U 3alIATY HHPOPMALIHH.

KoHnnennus sBisieTcsi METOXOJOTHIECKON OCHOBOH [IA:

- GopMUpPOBaHHS U IIPOBENEHUS E€AMHON MOJUTHKH B obJlacTH oOecreueHus
6esonacaoctu IT/Jn B UCTI/TH anmunucTpauuu MP «YcTe-KynoMckuii»;

- IPUHATHS YTIPABJICHYECKUX PEIICHHH M pa3pabOTKH MPAaKTHYECKUX MEP MO
BOILJIOLICHHUIO MOJMTUKY Oe3omacHocTH [1/[H ¥ BHIpaboOTKM KOMILIEKCA COIJIacOBaH-
HBIX MEp HOPMATHBHO-IIPABOBOIO, TEXHOJOMMYECKOTO H  OPraHM3aliOHHO-
TEXHUYECKOI0 XapaKTepa, HallpaBJICHHBIX HA BRIBJICHUE, OTPAKEHHE U JIMKBHJALMIO
IIOCTIEACTBUH peaNn3alyy pa3iu4HbIX BUI0B yrpos IT/IH;

- KOOpIMHAIHMH AEATENIbHOCTH CTPYKTYPHBIX NMOApa3AeNeHui afMUHHCTPALUH
MP «Ycre-KynoMckuii» npu mpoBeseHuu paGoT MO pasBUTHIO M IKCILTyaTALMH
UCIIH ¢ cobmoneHuem tpeGoBanuii obecneyerus 6e30MacHOCTH I1/1H;

- pa3paboTK NpesoXeHHH MO0 COBEPIICHCTBOBAHUIO NIPABOBOr0, HOPMATHB-
HOr0o, METOAMYECKOI0, TEXHHYECKOI'0 U OpraHU3allMOHHOTO obecredeHus Oe3omac-
Hoctd IT/ln B UCII/In anmuaucTpanun MP «Ycte-KynoMckuiin.

O6unacts npumenenns KoHuenuuu pacnpocTpaHsieTcs Ha BCe HOAPA3ieTeHHs
anMUHHCTpaiul MP «Yerb-KynoMckuit», 3KCITyaTHpyIolIne TEXHMYECKHE U IIpO-
rpammuble cpenctBa ICTI/H, B KOTOPBIX OCYILIECTBIAETCA aBTOMATH3MPOBAHHAS 06-
pabotka I1/[H, a Takkxe Ha MOAPA3NENECHHUS, OCYIIECTRISIONME CONPOBOXKIEHHE, 06-
CITy>XMBaHHE W obecrieuenne HopMalbHOro GyHkunoruposanns MCIT/Tx.

IIpaBoBoii 6a30it ans paspaborku HacTosuel KOHIENIMH cTyKaT TpeboBaHus

AEHCTBYIOIKX B POCCHHM 3aKOHOZATENbHEIX W HOPMATHBHBIX JOKYMEHTOB IO 0bec-

NEeYCHHUIO O€30MaCHOCTH NepCoHaANbHBIX AaHHbIX (IT/[H).




1 O6mmue monoxenus
Hacrosmas Konuenuus onpenenser oCHOBHBIE LIeNIM U 3a1add, a TAKXKE 06-
I(yI0 CTPATETHUIO IIOCTPOCHUS CHCTEMBI 3alUMTHI NepCOHaNbHbIX HaHHbIX (C3I1/H)

ammuHucTpaudd MP «Ycre-Kynomckuii», B cootBerctBuu ¢ [epeunem UCITH.

Konnemuust onpeznenser ocHOBHEIE TpeGoBaHMA W 6a30BEIe MIOAXOB K HX peajn3a-
UM, U1 JOCTHKEHUS TPeOyeMOro ypoBHs 6e30macHoCTH HHGOPMALIHH.

C3I1[du npexacrasiaser coboii COBOKYIIHOCTb OpPraHU3alMOHHBIX H TeX-
HUYECKUX MEPONPHATHH s 3amuTel [I[JH OT HempaBOMepHOro WM CIy4aifHOro
AOCTyna K HUM, YHHYTOXXCHHS, U3MEHEHHs, OIOKHPOBAHHUS, KONHUPOBAHHUSA, pAac-
npoctpaneHus 111, a Taxxe HHBIX HEIPABOMEPHBIX NEHCTBHI C HUMH.

be30nacHOCTh NMepCOHANBHBIX NaHHBIX HOCTHTAETCS MyTeM HCKIIOUEHHS He-
CaHKLIHOHMPOBAHHOI'0, B TOM YHCJIE CIy4aHOTO, TOCTYTIA K [IEPCOHAILHBIM JAHHBIM,
PE3YIILTaTOM KOTOPOrO MOXET CTaTh YHHYTOXKEHHE, H3MEHEHHUE, OIOKUPOBaHHE, KO-
[THPOBAaHUE, PACIIPOCTPAaHCHHE IIEPCOHABHBIX JAaHHBIX, 4 TAKXKE HHBIX HECAHKI[HO-
HUPOBAHHBIX NEHCTBHIA.

CTpykrypa, cocta u ocHosHbie ¢pyukmun C3IIJH Onpenensiores HCXOmS H3
knacca MCTITH. C3[1[I1 BKiIOYaeT OpraHu3alMoHHbIE MEPE! X TEXHUYECKHE CpeAcCT-
Ba 3alUTH HH(OPMAIlHH, CPEACTBA NPEAOTBPAIEHHS HECaHKLIMOHUPOBAHHOI'O JOC-
Tyna, yTe4kH HHGOPMauMH MO TeXHHYECKHM KaHANaM, HpOrPaMMHO-TEXHHYECKHX
BO3NICHCTBH Ha TeXHHYeCKHe cpenctsa o6paborku I1JIH), a Takike HCIIOJIb3yEMBIE B
HH(POPMALOHHOR CHCTeMe HH(BOPMALMOHHBIE TEXHOJIOTHH.

OTH MepHI IPH3BaHbI 00ECTIEUHTh:

- KOHQHACHMHAABLHOCTE UHbOpMaNUK (3alKUTA OT HECAaHKIUOHUPOBAHHOTO
O3HAKOMJIEHHS ),

- IEJIOCTHOCTh MH(GOPMAlMH (aKTYalbHOCTh M HENPOTHBOPEYUBOCTD uHpop-
MatiH, €€ 3aUIIEHHOCTD OT Pa3pyINEHHs i HECAHKIIHOHHPOBAHHOTO H3MCHEHHUS);

- ROCTYHHOCTB HH(OPMALUHK (BO3MOXHOCTH 32 [IPUEMJIEMOE BpeMsl HOJTyYUTh

TpebyeMy1o HHGOPMALMOHHYIO yCIyTy).

Crapun coznanuns C3I1/IH BKITIOYAIOT:




- IPEANPOEKTHAsT CTaiMs, BKIOYAIOIAs NpPeIIpOeKTHOe 00CIeT0BaHHE

HUCITH, pa3paboTKy TEXHHYECKOro (4aCTHOrO TEXHMYECKOro) 3aaHus Ha ee co3a-

HUE;

- CTafMd TPOEeKTHpoBaHUsA (pa3paboTku mpoekToB) u peanusamun WCIIIH,

BKmovaromas paspadborky C3I1/Iu B cocrase MUCIT/H;
- cranus BBoja B AercTere C3I1/[H, BKIIOYaOLIas ONBITHYIO 3KCILTYATALHIO U
IpPUEMO-CIATOYHBIE HCIIBITaHHS CPEACTB 3aIHUTHI HHGOPMALUH, a TAKIKE OLEHKY CO-

orBetcTBUs UCI1/IH Tpe6oBanusiM Ge30nacHOCTH HHQOPMAIIKH.

Opranu3allnoHHble MepHI NPEIyCMaTPUBAIOT CO3NaHHE M MOIJEePXKaHHE IIpa-
BoBoH 6a3el GezomacHocTH I1JJH U paspaGoTKy (BBeAeHHE B AeiCTBHE) MpedycMOT-

peHHbIX [omTrkoi uHbopManonHoi 6ezomacnoctn UCIJIH ceyromux Opraiu-

3al[HOHHO-PaCIOPSAUTENBHBIX JOKYMEHTOB:

- [Inan Meponpusarnit no obecnevennto 3awutsl [1/[1 mpu ux o6paborke B
UCIIx;

- Ilnan MeponpusTii o KOHTPOIIO 00ecredeHus 3amuThl I1JIH;

- [opstnok pesepBHpoBaHUs H BOCCTaHOBIIEHUS paboTocnocobHoct TC u I10,
6a3 nanubIx u C3U;

- JlomkHocTHas uHCTpYKIMs agmuHAcTpaTopa MCITJIH B yacTu oGecnevdeHus
6esonacHoctu [TJH npu ux o6pabotke 8 UCIT/H;

- JIoIKHOCTHAS MHCTPYKIHA agMuHKCTpaTopa 6esomacHoctH UCTT/H;

- HomxHocTHass MHCTpykius mons3oBarens MCITIH B uactu obecreveHus
6esonacHoctu 111 npu ux o6pabotke B UCIT]IH;

- MHCeTpykius Ha cilydaif BOSHUKHOBEHHS BHEIITATHOM CHTYALMH;

- PexoMeHzianmu 1o MCMONB30BaHMIO NMPOTPAMMHBIX M AMNAPATHBIX CPENCTB

3alIU Tl HHPOPMALIHH.

Texunueckue MCPBI 3alllUTBl PCANIM3YIOTCS NPH IMOMOIIHU COOTBCTCTBYIOIIIUX

ITpOrpaMMHO-TEXHHYECKUX CPEACTB H METOIOB 3allUTHI.




Ilepeyens HeOOXOMUMBIX Mep 3aIUTHl HHGOPMALMH ONpeNeNseTcs 0 pe3yJib-

TaTaM BHYTpeHHei mposepku 6esomacHoct WCIT/IH agmunuctpanunm MP «Vcrs-

Kymomckuity.




2 3apagn C3I11n

OcHoBroli nensio C3I1/JH sABAsSeTCS MUHHMM3alMs yniep6a OT BO3MOXKHOM
peanusauuu yrpo3 6ezonacioctd [1]H.

Hna nocTwkeHHs OCHOBHOM memM cucrema 6GesomacHoctu I WCIIH
HoMKHa obecnieynBaTh 3P HeKTUBHOE pellieHHe CIEAYIOMHUX 3a0a4:

- 3allIUTY OT BMeUIATENbCTBA B Npouecc ¢yHkunonupoanus UCITIn mocrto-
POHHHX /ML (BO3MOXXHOCThH HcHoJb30BaHuss AC M IOCTYII K ee pecypcaM JOJKHBI
UMETh TOJBKO 3apETUCTPHPOBAHHBIE YCTAHOBIECHHBIM IIOPAAKOM TI0JIb30BATENH ),

- PasTpaHHY€HHe NOCTYIA 3aperHCTPUPOBAHHBIX MOJB30BAaTeNied K almapar-
HBIM, IIPOTPAMMHBEIM U WHGOpMauroHHEIM pecypcam MCIT/IH (BO3MOXHOCTB JOCTY-
na TOJIBKO K T€M pecypcaM H BBIIIOJIHEHHs TOJBKO TE€X ONepalMii ¢ HUMH, KOTOPBIE
HeOOXOAMMBI KOHKPETHBIM Mojib3oBatensaM VMICIIJIH Ofisi BBINOIHEHHS CBOMX cliy-
JKEOHBIX 00S3aHHOCTEH ), TO €CTh 3ALIATY OT HECAHKIIMOHHPOBAHHOTO JOCTYIIA:

a) K HHGopManuy, uupkynupyromei B UCI/Ix;

0) cpeacTBam BerHCHUTENLHON TexHUKH MCIT/IH;

B) aIllIapaTHBIM, POTPaMMHBIM H KPUNTOrpahHYEeCKUM CpeIcTBaM 3a-
IIATBI, Hcnonb3yeMbIM B UCIT/IH;

- PETHCTpallli0 JeHCTBHH NOAb30BaTENeH MPH HCHOJb30BAHMH 3aINUINAEMBIX
pecypcoB MCII/IH B CHCTEMHBIX XypHANax M NePHOAMYECKH KOHTPOJIb KOPPEKTHO-
CTH IeHCTBUH MOJB30BATENEH CHCTEMBI MyTeM aHalW3a COAEPXKMMOTO dTHX XKypHa-
JIOB;

- KOHTPOJIb LEJNIOCTHOCTH (00ecreueHre HEeU3MEHHOCTH) Cpelbl HCIIONHEHHA
IpOrpaMM M €€ BOCCTAHOBJIEHHE B ClIy4Yae HapyIIEHMUS,

- 3alIUTY OT HECAHKHOHUPOBAHHOH MOJU(DUKAUHH M KOHTPOJb II€JTOCTHOCTH
ucnofe3yeMsIx B MCII/IH nporpaMMHBIX CPERCTB, & TAKXKE 3aLIUTY CHCTEMBI OT BHe-
APEHUS HECAaHKIHOHMPOBAHHEIX IPOrpaMm;

- sammty IT/lH oT yTeuku mo TeXHHYECKHM KaHANaM MpH ee 06paboTKe, Xpa-
HEHHH W Ilepefiave Mo KaHallaM CBS3H;

- samTy II/[H, XpaHHMOH, obOpaGaTeiBaeMoil U mepenaBaeMoil [0 KaHAIaM

CBA3M, OT HCCAaHKIIMOHUPOBAHHOTO pa3rilallieHUus! HJIH HCKaXXCHHI,




= CBOCBPEMEHHOE BBIBJICHHE HCTOYHHKOB Yrpo3 GesonacHoctd I1[{#, npuunn
H YCJIOBHH, CIIOCODCTBYIOMHNX HaHeCeHUIO yiuep6a cyObexktam [1/{H, co3nanue Mexa-
HHU3Ma ONEPATHBHOIO pEarMpOBaHHS Ha yrpo3bl 6e3omacHocT I1JIH M HeraTHBHBIE
TEHACHIHU;

- CO3/@aHHE YCIIOBHH AN MHHHMU3ALUK U JTOKATH3ALHH HAHOCHMOTO yHiep6a

HEIIPAaBOMEPHBIMU NEHCTBUAMH (PU3HYECKUX M IOPUANYECKHX JIULI, OCNabJIeHHe Hera-

THBHOT'O BJIMSIHUA U JIMKBUAALHSA MOCNENCTBUH Hapylenus GesonacHoctd [1JTH.




3 O0beKThI 3aIUTHI
3.1 Ilepevens HHPOPMANHOHHBIX CHCTEM
B agmunnctpannun MP «Ycre-Kynmomckuit» npousBogutcs o6paboTka nepco-
HaJlbHBIX JaHHBIX B MH(QOPMAIIMOHHBIX CHCTEMa 0OpabOTKH MEPCOHATIBHBIX JAHHBIX
(UCIn).

Ilepeyens UCII[IH onpenensercs Ha ocHoBaHWM OTyeTa IO pe3ybTaTaM

BHYTPEHHEN IPOBEPKH.

3.2 IlepeveHsb 00LEKTOB 3aIHThI

O6BexTaMu 3amuUTHl ABIsIOTCS — HHdopManus, o6pabateisaemas B UCIT/H, u
TEXHHUYECKHE CpeACTBA €¢ 00pabOTKU M 3auuThl. [lepedeHb MePCOHANBHBIX JaHHBIX,

NOAJICKAIIUE 3alllUTEe, OIPEACIICH B [IepeuHe nepCOHAIBHBIX AJaHHBIX, MOMJICKANINX

3amute B UCTTJ.

OOBeKTHl 3aIUTE BKIIOYAIOT:

1) ObpabaTpiBaecmas nadoOpManus.

2) TexHonoruyeckas HHGOpMAUMS.

3) IlporpaMMHO-TeXHHUYECKHE CPENCTBA OOPAGOTKH.

4) Cpenctsa 3amuts! [1]]H.

5) Kananel HHQOpMaHOHHOr0 OOMEHa U TEIEKOMMYHHKALIHH.

6) OOBEKTEI U IOMELIEHNS, B KOTOPHIX pasMelensl komnoHeHTsl UCIT/IH.




4 Knaccudpnkauns noas3osareneis HCIIAn

ITons3osarenem MICIL/IH sBnsieTcs MU0, yIacTBYIOUIee B (DYHKIITHOHUPOBAHHH
HHOOPMAUHOHHOH CHCTEMBI NEPCOHANBHBIX HaHHBIX HIIH HCIOIB3YIOIIEE Pe3yIbTa-
Thl ee QyHkuuoHupoBaHus. [lone3oBatenem UCIIJH sBnserca mo6oil COTpYIHHK
anmuHHCTpauud MP «Ycre-Kynomckuity, umeromuit roctyn k UCITIH u ee pecyp-
CcaM B COOTBETCTBMM C YCTAHOBJICHHBIM ITOPSIKOM, B COOTBETCTBHH C €ro (YHKIHO-
HaJbHBIMU O0S3aHHOCTSIMH.

IMons3osarenn UCIT/IH nensrcs Ha TpU OCHOBHBIE KaTETOPHU:

1) Aamunnacrpatop HCIAn. Cotpymuuxku agmuHucTpaiud MP  «YcTh-
KynoMmcku¥i», KOTOpble 3aHHMAIOTCS HACTPOUKOMN, BHEAPEHUEM M COIPOBOXKICHHEM
cucteMbl. AnmuHucTpatop HICTI/IH o6nagaeT cieayromMM YpOBHEM JOCTYNA:

- obnagaer momHOH MHQOpMaLKeRd O CHCTEMHOM M NPUKIAAHOM IIPO-
rpaMMHOM obecneyernnn UCI1/Ix;

- obianaeT noHOM HHpOpManUell 0 TEXHHYECKHX CPEICTBAX U KOH(DH-
rypauuu UCI1/IH;

- UIMEET JOCTYN KO BCEM TEXHMYECKHM CpeICTBaM oOpaboTKH HHOp-

Mauvu ¥ gaaaeiM UCI1/IH;

- obmajaeT mpaBaMH KOHGHUI'YPHPOBAaHHMSA W aIMMHHMCTPAaTHBHOH Ha-
cTpoiku Texaundeckux cpencts MCIT/IH.

2) IIporpammucr-paspaborank MCIIn. Cotpynuuku agMuHuCTpanyus MP
«Ycrh-KynoMcKui» WM CTOPOHHHX OpraHH3alif, KOTOphle 3aHHMAIOTCS pa3pa-
6oTKo# nmporpamMmHoro obecneuenus. Paspaborunx UCIIJIH o6namaeT clieqyromum
YPOBHEM J0CTyIa:

- obnagaer mHPoOpManuell 06 anrropuTMax M mporpammax oOpaboTKH
unpopmaruu Ha UCT1/1n;
- 0611a1aeT BO3MOXXHOCTSAMH BHECEHHs OMHUOOK, HeNeKIapHpOBaHHBIX

BO3MOXHOCTEH, IPOTPAMMHEIX 3aKIaf0K, BPEOOHOCHBIX IPOrpaMM B IIpoO-

rpammHoe obecnieyenne MCTI/In Ha cTamuu ee pa3paGoTKH, BHEAPEHHS H CO-

ITPOBOXICHHUA,




- MOXeT pacrnoJjarark MoObMI (pparMeHTaMd MH(GOPMAIIMU O TOIOJNO-
rud UCI1/IH ¥ TexHMYecKuX cpeactBax oOpaboTky u 3ammTsl [1/JH, o6paba-

ThIBaeMbIX B UCI1/IH.

3) Oneparop MCII[In. CoTpyaHMKH NOApasieneHuil agMuHHCTpamuu MP
«Ycrp-Kynomcknity yyacTBylomux B mponecce sxcmtyatanuu UCITIH. Oneparop
HCITu obnagaet creqyiowuM ypoBHEM OCTYIIA:

- obnanaeT BceMH HEOOXONMMBIMH aTpuGyTaMu (HampuMep, maponem),
00ecneYnBaloIMMH JOCTYII K HEKOTOPOMY ITOAMHOXecTBY I1]1H;
- pacroyaraeT KOHQUAECHIHATPHBIME JaHHBIMH, K KOTOPbIM HUMEET J0C-

TYTI.

Kareropuu nonk3oareneii JOKHE! GbITh onpenenens mis kaxnod UCTITH.
JI0IDKHO OBITh YyTOYHEHO pa3feNieHHe COTPYIHHKOB BHYTPH KATErOPHii, B COOTBETCT-

BUU C THNAaMH IOJb30BATENCH ONpeAeNeHHBIME B IlonuTHKe HMHGOPMAITHOHHOM

0e301acHOCTH.

Bce BhIABIEHHBIE TpyIIbI IOJK30BaTENEeH OTPAXXaKTCA B Otuere o pE3yJbTa-

TaM BHYTpeHHel npoBepkH. Ha ocHoBanun Qtuera OHPEACIATCS IIpaBa AOCTyNa K

anemenTaM UCTI/[H ana Bcex rpyin nons3oBaTenelt  OTPaKaloTCS B Martpune noc-

Tyna B IMonoxeuuu o pPa3srpaHHyYeHHHd NpaB J0CTyna K obpadaTblBaeMBIM IIEpCco-

HAJTbHBIM JAHHEBIM.




S OcHoOBHBIE NPHHIHMIEI OCTPOECHHAS CHCTEMBI KOMILIEKCHOM 3aIHThI
HHGopManHA

Iloctpoenue cucrembl obecnieuenus Gezomacnoctu I1JIn MCITIH aqMUHHCT-
pauun MP «YcTe-KynoMckuii» U ee GyHKIMOHHUPOBAHHE JODKHBI OCYIIECTBIATHCH
B COOTBETCTBUU CO CIEAYIOUMMH OCHOBHBIMU IIPHHIHIIAMHU:

- 3aKOHHOCTE;

- CUCTEMHOCTb;

- KOMILIEKCHOCTb;

- HENPEPBIBHOCTb;

- CBOEBPEMEHHOCTE;

- IPEEMCTBEHHOCTD U HETPEPHIBHOCTH COBEPIIEHCTBOBAHUS;

- IEpCOHAIBbHAS OTBETCTBEHHOCT;

- MUHUMH3ALHS ITOJTHOMOYHIH;

- B3aUMOJIEHCTBHE H COTPYAHUYECTBO;

- THOKOCTh CHCTEMBI 3aL{UTHI;

- OTKPBITOCTb AITOPUTMOB M MEXAHH3MOB 3all[UThI;

- IIPOCTOTa IPUMEHEHUS CPEICTB 3allUTEI;

- Hay4Has 0O0CHOBAaHHOCTb H TEXHUYECKASA PEaTu3yEMOCTE;

- cenyaiu3anus U npodecCHoOHAIN3M;

- 0043aTeNbHOCTh KOHTPOJIS.

5.1 3axonnocrn

Ilpeanonaraer ocyiecTieHHe 3allUTHBIX MEPONPHATHI M  pa3paboTKy
C3I1/Tx anmunucTpanun MP «Yerb-KynoMekuii» B cOOTBETCTBUM C JCHCTBYIOLIHM
3aKOHOJATEIbCTBOM B 001acTH 3amuThl [IJ[H U OPYrMX HOPMAaTHBHBIX aKTOB MO
6e3onacHOCTH MH(OPMAIIHH, YTBEPKIEHHBIX OPTaHAMH TOCYLAPCTBEHHON BIACTH K
yTIpaBJICHHs B IIpeenax UX KOMIIETCHIHH.

ITonszoBarenn u obcmyxuparomuii nepconan VUCIIJIH anmuuuctpanun MP
«Ycrb-KynoMckuity» TOMKHBI GBITH OCBEXOMIIEHBI O HOPSIKE pabOTHI C 3aIMMINAEMO

uH(popManueil # 06 OTBETCTBEHHOCTH 3a 3auuTs! [1J[H.




5.2 CacreMmHoOCTDH

Cuctemuplii moaxon k moctpoenuto C3I[1[IH agmunuctpaumu MP «VYcr1b-
KynoMckuil» mnpeamonaraer y4er BceX B3aUMOCBSI3aHHBIX, B3aUMOJEHCTBYIOIIUX U
U3MEHSIOIIUXCA BO BPEMEHHU 3JIEMEHTOB, YCIOBUH M (PAaKTOPOB, CYIIECTBEHHO 3HA-
YHMBIX JUISl [IOHMMaHHs U pelieHus npodiembl obecrnieyeHus OezomacHoctu I1J(H
HCIT s agpmuanctpauun MP «Ycre-Kynomckuity.

IIpu co3maHuM CUCTEMBI 3alUTHI JOJDKHBI YYHUTHIBATECA BCe ciabble H Hanbo-
Jee ysa3BUMBle MecTa cucteMsl 06paboTku [1/[H, a Takke XapakTep, BO3MOXHbIE 00b-
€KTHI H HANPaBJICHHUs aTaKk Ha CHCTEMY CO CTOPOHBI HapyIIHTeNel (0COOEHHO BEICO-
KOKBaTM(HIMPOBAHHBIX 3JIOYMBIILISHHHKOB), MyTH NPOHUKHOBEHHS B pacrpejie-
nennble cucteMbl U HCJ/I x uHpopmanuu. Cucrema 3aUIMTHI JOJDKHA CTPOHTHCA C
Y4Y€TOM He TOJIBKO BCEX U3BECTHBIX KaHaJIoB npoHukHoBeHus U HCJI k uHbopmaium,
HO W € yY€TOM BO3MOXHOCTH IOSABJIEHHUS IIPUHLIUIIHATLHO HOBBIX IyTEH pealn3aluu

yrpo3 6e30MmacHOCTH.

5.3 KoMILIeKCHOCTD

KomiiekcHoe HCmoab30BaHHe METO/IOB H CPECTB 3allMThl IPEANOIaraer co-
I'IACOBEHHOE NMPUMEHEHHE PA3HOPOIHBIX CPEICTB HPU MOCTPOEHHUH LIEIOCTHOM CHC-
TEMBl 3alUUTHI, MEPEKPBIBAIOIIEH BCE CYILIECTBEHHbIe (3HAUMMBbIe) KaHAIbl peain3a-
IIUH YT'PO3 U HEe COAEPIKallEH CadbIx MEeCT Ha CTHIKAX OTHENbHBIX €€ KOMIIOHEHTOB.

3amKTa AODKHA CTPOUTBHCA SUICIOHHPOBAHO. [N KaXIOro KaHajla YTedKH
MHQOPMAIUK U IS KOKIO0H yrpo3sl 6€3011aCHOCTH TOMDKHO CYIECTBOBATh HECKOIb-
KO 3alUTHBIX pybexel. Co3laHue 3aIlUTHBIX pyGexel OCYIIecTBISETCS C yYeTOM
TOT0, YTOOBI ISl HX TPEOJONEHHS TOTEHLHAIBHOMY 3JI0yMBILLICHHHKY TPeOOBaIHCh
npodeccroHaIbHbIe HABBIKH B HECKOJILKHX HEB3aHMMOCBI3aHHBIX 00NIACTSX.

BHemnss 3amuTa Q0/bxHA 06ecIeYHBaThCS GU3MYECKHME CPEACTBAMH, Opra-
HH3aIIMOHHBIMHU H NIPAaBOBBIMU MepaMu. OIHHM U3 Hanboliee yKpEIIEHHBIX pybexeit
NPU3BaHbI OBITH CPENCTBA KPUNTOrPaQHUECKO 3aIUTEI, peaTH30BAHHbBIE C HCHOb-
3oBaHMeM TexHonorud VPN. IlpukinanHoll ypoBeHb 3alllUThl, YUHTBHIBAKOLIMI 0CO-

OEHHOCTH MpeAMETHOH 06IaCTH, IPeCTABISET BHYTPEHHHH pyOex 3alIiThL.




5.4 HenpepoiBaOCTh 3amuthl I1/[H

3amuTa [1/lH — He pa3oBoe MEPOIPUSATHE U HE IPOCTAS COBOKYIIHOCTb POBE-
ACHHBIX MEPOTIPUATHH M YCTAHOBJICHHBIX CPEACTB 3aLUTHI, 3 HENPEPHIBHbIH LeeHa-
NIPaBJICHHBIN MPOLECC, NIPEANONATaoIHi TIPHHATHE COOTBETCTBYIONINX Mep Ha BCEX
3Tanax xusHeHHoro uukia UCIT/IH.

HUCIIlH DomKHBI HaXONMTBCS B 3AIUMIEHHOM COCTOSHHH HA [IPOTSDKEHHH
BCETO BPEMEHH HX (YHKUMOHHPOBAHHA. B COOTBETCTBHHM C 3THM NPHHLMIIOM LOJDK-
HB! IPUHAMATBCA MEpHI 110 HeponyieHuto nepexona UCII/IH B He3amuIIeHHOE CO-
CTOSIHHE.

BONBIIMHCTBY QH3MYECKHX M TEXHHUYECKMX CPEACTB 3allMThl IS 3¢ dexTHB-
HOTO BBINIOJIHEHHU CBOHX QYHKIMH HEOOXONMMA TOCTOAHHAS TEXHHIECKas H OPraHH-
3alMOHHas (aIMHHMCTPATHBHAN) [IOLAEPXKKA (CBOEBPEMEHHAs CMeHa U obecieYeHne
TIpaBHIILHOrO XpaHEeHUs ¥ IIPUMEHEHHs] HMEH, Napojiel, Kirouell upposaHus, nepe-
ONpeNeNeHHe NONHOMOYMH M T.I.). IlepepeiBel B paGoTe CpeACTB 3alIMTHI MOTYT
OBITH MCIIONB30BAHEI 3I0YMBIIUIEHHAKAMHA TS AHAIH3a IPHMEHSEMBIX METOJ0B H
CPEACTB 3alUUTHI, I BHEPSHHS CHEUMAbHBIX MPOTPAMMHBIX M allllapaTHhIX "3a-
KIaaoK" U JAPYTHUX CPEJICTB IPEOAOJIEHHS CUCTEMBI 3alllUThl TOCHe BOCCTAHOBIIEHUS

€€ GyHKIHOHUPOBAHHSL.

3.5 CBoeBpemMeHHOCTDH

IIpennonaraer ympexnaromuii xapakTep Mep obecnedeHHs Oe30MaCHOCTH
[1/TH, To ecThb MOCTAHOBKY 3aia¥ MO KOMILIEKCHOM sammrte UCI1/IH u peanuzanmio
Mep obecneuenus GezomacHocT I1J[H Ha paHHHX CTAmMAX paspaborku UCI1/u B
LEJIOM U €€ CHCTEMBI 3aIlUTH HH(POPMAIHH, B YaCTHOCTH.

Pa3paboTka cucTeMsl 3aIHThL JOMDKHA BECTHCE IAPAJUIENBHO C paspaboTkoii u
Pa3BUTHEM CaMOH 3alIMINAEMON CHCTEMBL. JTO IO3BONUT yuecTh TpeGoBanus 6e30-
MaCHOCTH IIpH TPOCKTHPOBAHUM apXHTEKTYPHI U, B KOHEYHOM CYeTe, CO31aTh HoJee

3¢ dekTHBHbIE (KaK I10 3aTpaTaM PecypcoB, TaK U M0 CTOMKOCTH) 3aIlUIIECHHbIE CHC-

TEMBI.




3.6 IIpeeMcTBeHHOCTD H COBEPIIEHCTBOBAHHE

ITpennmosiararoT MOCTOSIHHOE COBEPIICHCTBOBAHKE MEP U CPEACTB 3alUTH HH-
GopManuu Ha OCHOBE IMPEEMCTBEHHOCTH OPraHM3alMOHHBEIX M TEXHHYECKHX pelle-
HHid, KaJJpOBOT'0 COCTaBa, aHanu3a Gpyunkuuonupobanus UCII/IH 4 ee cucTeMBI 3aliM-
Thl C YYETOM M3MEHCHHH B METOJAaX M CpeACTBax IepexBaTa MH(OpPMALHH, HOpMa-
TUBHBIX TpeOOBaHMWH MO 3alIMTE, MOCTHIHYTOTO OTEYECTBEHHOIO M 3apybOexHOro

OIIBITA B 9TOM 00JIaCTH.

5.7 IlepconanbHasi 0TBETCTBEHHOCTD

IIpennonaraer BO3/0XXEHHE OTBETCTBEHHOCTH 3a obecleyeHHe 6e30MacHOCTH
ITTH u cucTembl uX 06pabOTKM Ha K&XIOrO COTPYAHMKA B MpEAeNax €ro MOTHOMO-
YHH. B COOTBETCTBMH € 3THM NPHHIMIIOM paclpeeNieHie NpaB U 0O6sI3aHHOCTEH CO-
TPYAHHKOB CTPOMTCS TAKMM 00pa3oM, 4TOObI B ciIy4yae J000ro HapyIlIeHus Kpyr BH-

HOBHHUKOB OBLT YETKO U3BECTEH UM CBEA€H K MHHUMYMY.

5.8 IlpuHOuN MAHHMH3ANMEA TOJTHOMOYHIK

OsHavaeT mpenocTaBleHHe MOJNB30OBATENSSM MHHMMAIBHBIX NpaB JOCTyNa B
COOTBETCTBHHU C IIPOM3BOACTBEHHON HEOOXOAUMOCTHIO, HA OCHOBE NPHHIMIA «BCE,
YTO He paspelieHo, 3anpeiieHoy.

Hoctyn k I1/IH no/mkeH npenocTaBiasTECSA TOIBKO B TOM cIy4ae H obbeMe, ec-

JIH 3TO H306XOI[HMO COTPYIHHKY JUJISl BBIIIOJIHEHUA €0 JOJDKHOCTHBIX 00SI3aHHOCTEM.

5.9 BaanMopeiicTBHE H COTPYAHAYECTBO

Ilpexnonaraet cospanue GraronpusTHON atMOCHEPH! B KOJJIEKTHBAX I10IPa3-
AeleHui, obecnevnBaromux AestensHocts UCIIIH agMuaucTpauud MP «YcTh-
Kynomckuit», 111 CHEXeHMs BEpOSTHOCTH BO3HHKHOBEHMS HETaTHBHBIX JeHCTBHI
CBSI3aHHBIX C YEJIOBEYECKUM (DaKTOPOM.

B Takoii 06CTaHOBKE COTPYIAHHKH IOJDKHBI OCO3HAHHO COGIIONATH YCTaHOB-
JICHHBIC TIPABHJIA M OKa3bIBaTh COACHCTBHE B IEATENIBHOCTH MOAPa3eleHUl TeXHH-

YECKOM 3aIliMThl HHGOPMAIIHH.

5.10 I'n6xoctb cucTemsbl 3amuThl I{H

IIpuHsITBIE MEPBI M YCTAHOBIIEHHBIE CPENCTBA 3AIIUThHI, 0COOEHHO B HAYATBHEIN

OCpHO HMX 3KCIUTyaTallud, MOTYT obecreynBaTh Kak ‘-IpCSMepHHﬁ, TaK U HEOO0CTa-




TOYHBIA ypOBeHb 3aIluThl. JI1sa obecrieueHuss BO3MOXXHOCTH BapbUPOBAHUS YPOBHEM
3AIIMINEHHOCTH, CPEACTBA 3aILUThI AODKHBI 00N1alaTh ONpeAesieHHOW THOKOCTHIO.
Oco6eHHO BaXXHBIM 3TO CBOHCTBO SBISETCS B TEX CIIydYasx, KOrZa YCTAHOBKY CPEJCTB
3aIUTE HEOOXOAMMO OCYIIECTBIATh Ha pabOoTAIOLIYI0 CHCTEMY, He Hapymias IMpo-

I[ecCa €€ HOPMAaIbHOTO GYHKIIMOHMPOBAHHS.

5.11 OTKpLITOCTD AJITOPHTMOB H MEXaHH3MOB 3aI[HThLI

CyTe mpUHIMIA OTKPHITOCTH AJITOPHTMOB M MEXAHU3MOB 3ALIWTHI COCTOUT B
TOM, YTO 3alllUTa HE JOJDKHA 0OECIeYHBAaThCSA TOJHKO 332 CUET CEKPETHOCTH CTPYK-
TYPHOH OpraHM3alMH U aIrOPUTMOB (PYHKIHOHHPOBAHHA €€ MOJCUCTEM. 3HaHKE all-
TOPHTMOB PabOTEI CHCTEMBI 3aIMTHI He JOJDKHO JaBaTh BO3MOXHOCTH €€ IIPEOoie-
HUsA (Aaxe aBTopaM). OQHAKO, 9TO HE O3HAYAET, YTO MH(OPMalHid O KOHKPETHOH

CHCTEME 3aIIUThI JOJDKHA OBITh 00IENOCTYIIHA.

5.12 IlpocToTa NpEMEHEHHS CPEACTB 3aALIAThI

MexaHu3Mbl 3alIUTEl JOJDKHB! OBITh HHTYHTHBHO NOHATHBI U TPOCTHI B HMC-
NoJIb30BaHUH. IIpuMeHeHne CpeACTB 3aMMUThl He JOJDKHO OBITH CBSA3AHO CO 3HAHHEM
CIIEHUAIBHBIX S3bIKOB HJIM C BBINOJIHEHHEM JEHCTBHA, TPEOYIOUIMX 3HAYUTENbHBIX
AOINOJHUTENBHBIX TPYAO3aTpaT NpH OOBIYHONH paboTe 3aperucTpUpPOBAaHHBIX yCTa-
HOBJICHHBIM TOPSAAKOM ITOJIb30BATENeH, a TAKXKEe HE TOJDKHO TpeGOBaTh OT I0Nb30Ba-
TeJIsl BBIIIOJHEHHS PYTHHHBIX MaJIONOHATHBIX €My olepauuii (BBOJ HECKOJIbKHX Ia-
poOJIEH U MMEH U T.1I.).

HODKHA IOCTHraThCsl aBTOMATU3ALMS MAKCUMAIBHOTO YMCa NeHCTBHI [OJb-

3oBaTtened U anMuHuctparopos MCII/H.

5.13 Hay4sasi 060CHOBAHHOCTD H TEXHHYECKas PeainlyeMocTh

MHpopMaluonHble TEXHONOTHH, TEXHHYECKHE H TpPOTpaMMHBIE CPENCTBa,
CPEZICTBA M MepBI 3aIMUTh HHPOPMALHH JIOJDKHBI ObITH Pealn30BaHbl HA COBPEMEH-
HOM YpOBHE Pa3BUTHS HAYKH U TEXHHKH, HAYYHO 0OOCHOBAHBI C TOYKH 3peHHs J0C-

THXCHHS 3aJaHHOI'O YpPOBHS 0€30macHOCTH I/IH(I)OpMaI_II/II/I H OOJDKHBI COOTBETCTBO-

BaTh YCTaHOBJICHHBIM HOpMaM H TpeboBaHHAM 10 Ge3zonacHocTH IT/IH.




C3II/Ix nomxkHa OBITH OPHEHTHPOBAHA HA PELICHHS, BO3MOXHBIE PHCKH VIS
KOTOPBIX H MEPHI IIPOTHBOJEHCTBUS 3TUM PHCKaM IPOIILIH BCECTOPOHHIOI TEOPETH-

YCCKYIO H IIPAKTHYECKYIO IIPOBEPKY.

S.14 Cnenuannzanus 1 npoQecCHOHATHIM

[Ipenmonaraer mpuBneYeHHe K pa3paboTKe CPEACTB M peald3allii Mep 3ally-
Thl HHGOPMAlUH CIENHAIM3HPOBAHHBIX OPraHH3aluii, Hauboee NOArOTOBIEHHbIX K
KOHKPETHOMY BHIY JEATENBHOCTH Mo obecnedeHuro Oe3onacHoctd IT/IH, uMeromux
OINBIT IIPAKTHYECKOH paboTEl M FOCYAapCTBEHHYIO JIMLIEH3HIO HA IIPABO OKA3aHHMS yC-
Jyr B 9T0 obnactu. Peanusanus axMHHHCTPATHBHBIX MEP U 3KCILTyaTallis CPE/ICTB
3aMUTHl JOJDKHA OCYIIECTBIATHCS NPOpECCHOHATLHO MOATOTOBIEHHBIMH CIIEI[HaIH-

ctamy anMUHUCTpaluu MP «VYcTth-Kynomcekmity.

5.15 Obsa3aTeabHOCTH KOHTPOJIA

Hpennonaraer 06s3aTeNbHOCTE H CBOEBPEMEHHOCTD BBISBIICHHS U IPECEUCHHS
TIOTBITOK HAPYMICHNUS YCTaHOBJIEHHBIX NpaBui obecriedenus OezomacHocty [1]]H Ha
OCHOBE HCIIOJIb3yEMBIX CHCTEM H CPEJICTB 3alUTHI HHPOPMANHK MIPH COBEPILEHCTBO-
BaHHM KPUTEPUEB U METOAOB OHEHKH 3P(OEKTUBHOCTH ITUX CHCTEM H CPEICTB.

Kontpons 3a mesatensHOCTBIO M:06Oro mosb30BaTeNs, KaXIOro CpeicTBa 3a-
IIMTE! ¥ B OTHOIIEHHH JII0OOr0 06beKTa 3aIUThI JOIDKEH OCYIIECTBIATHCA HA OCHOBE
NIPUMEHEHUS CPEJCTB ONEPATHBHOIC KOHTPOJS U PErHCTPalUd U JOJDKEH OXBaThl-
BaTh KaK HECAaHKUMOHUPOBAHHbIE, TaK M CAaHKLHOHHPOBAHHEIE JEHCTBHS IOJb30Ba-

TeJIeH.




6 Mepe1, MeToan! H cpeacTBa ofecniedenns TpeGyeMoro ypoBHs
3aIHIIEHHOCTH

Obecneuenre TpebyeMoro ypoBHs 3alIMIIEHHOCTH JODKHOCTH JOCTHIATHCS C
UCTIOJIb30BaHUEM MeEp, METOLNOB M CpeacTB Oe3onacHOCTH. Bee Mepnl obecnedenmus
6e3onacuoctu UCI1/In MOApA3AeNAKTCA Ha:

- 3aKOHOAATEJIbHBIE (IIPaBOBEKIE);

- MOPAIIbHO-3THYECKHE;

- OpraHMu3aluOHHbIE (aAIMUHUCTPATUBHEIE);

- Qpu3HYECKHE;

- TEXHUYECKHE (amnapaTHble U IPOTPAMMHEIE).

Ilepedens BoOpaHHBIX Mep obecrneueHns Ge30MacHOCTH oTpaxaeTcs B [Liane

MEPONPUATHN 10 00eCIeYSHUIO 3alIMTEI NEPCOHANILHBIX JaHHBIX.

6.1 3akoHoaaTe/bHbIE (IPABOBBIE) MEPHI 3AIHTHI

K npaBoBsIM MepaM 3aIMTEI OTHOCSTCS NEWCTBYIOILINE B CTpaHe 3aKOHBI, YKa-
3bl 1 HOPMATHBHBIE aKThl, PETIaMEHTUPYIOLINE MpaBuiia obpatenus ¢ [1/1H, 3akpen-
NAOIIME MpaBa H 00S3aHHOCTH Y4aCTHHUKOB WH(POPMALIHOHHBIX OTHOIIECHHIH B IIpo-
mecce ee 00paboTKH U UCIIONL30BAHUS, a TAKXKe YCTaHaBJIMBAIOIHE OTBETCTBEHHOCTD
32 HapyIICHUS 3TUX NPaBHJI, NPENATCTBYS TEM CaMbIM HENPaBOMEPHOMY HCIIOJb30-
BanHIo I1/lH u sBnsromuecs caepxuBaroiuM GaKTOPOM I TOTEHIHATBHBIX Hapy-
LIUATENeH.

ITpaBoBBIE MEpEI 3aLUTHI HOCAT B OCHOBHOM yIpexaariuyi, npobunaKTiye-
CKHH XapaKkTep U TpeOyIOT NOCTOSHHOM pa3bsICHUTENBHOMN paboTHI C MOJIL30BATEASIMU

H 060JIy)i(HBaIOIlII/IM NEPCOHAJIOM CHCTEMBEI.

6.2 MopaJLHO-3THYECKHE MephI 3aIHTDI

K MOpanbHO-3THYECKHM MepaM OTHOCATCA HOPMbI [IOBELEHHS, KOTOpBIE Tpa-
AUIHOHHO CJIOXKHIIMCH MM CKNIAJBIBAIOTCA N0 Mepe pacrpocTpaHenus 9BM B crpa-
HE WM 00LIecTBe. DTH HOPMBI GONBIIEH YACTHIO HE ABISIOTCS 00s13aTeNIbHBIMH, KaK

3aKOHOJATEJIBHO YTBECPXKIECHHEIE HOPDMATHUBHBIC AKTbI, OQHAKO, HX HeCO6ﬂ10ﬂeHHe

BEIET OOBIYHO K IMaICHHIO aBTOPUTETA, MPECTHIKA YEJIOBEKA, Ipynmbl ML UJIA Opra-




Hu3aluH. MopanbHo-3THYecKHe HOPMBI GbIBAIOT KaK HemucaHble (HampuMep, oblie-
IIPU3HAHHBIE HOPMBI YECTHOCTH, N&TPUOTHU3MA H T.I.), TaK M IHCaHBIE, TO €CTh
0OpMIIEHHBIE B HEKOTOPBIi CBOX (YCTaB) PaBUI HITH IIpe/ITHCAHHIA.
MopaibHO-3THYeCKHe MephI 3aLHUTH! SBISIOTCS NPO(HIAKTHYECKHMH M Tpe-
6YIOT MOCTOSIHHOM PaboTHI 110 CO3MAHHMIO 37I0POBOI'0 MOPAIBHOIO KJIMMATA B KOJLIEK-
THBAX NojpaszieneHui. MopaibHO-3THYECKHe MepPhl 3alUThl CHHKAIOT BEPOSTHOCTS

BO3HUKHOBEHUS HETATUBHBIX NCHCTBHI CBA3AHHEIX C YEJIOBEUECKHUM d)&KTOpOM.

6.3 OpranuzannonHbIe (2 IMHHECTPATHBHBIE) MEPbI 3AINHTHI

OpraHu3alHOHHbIE (aAMHHICTPATHBHEIE) MEPHI 3aIUTHI - 3TO MEPHI Oprasnu-
3allHOHHOTO  XapakTepa, periaMeHTHPYIOLIME TNpolecchl  (YHKIHOHHPOBAHHUS
WCII/lH, ucnons3oBanne pecypcos MCII/IH, mesTeapHOCTS obciryKuBarolero mep-
COHaJIa, a TAKOKe MOPANOK B3auMoJeHcTBUs nmoib3oBateneit ¢ CII/Ia Takum o6pa-
30M, YTOOBI B HaHGOIbIIEH CTENEHH 3aTPyAHATE HITH HCKITIOYHTH BO3MOXKHOCTb pea-
JU3AIKUH YTPO3 OE30IACHOCTH UJIH CHU3HTh Pa3Mep [OTePh B CIIydae HX peaTn3aliuy.

I'naBHast wenb anMUHMCTPATHBHBIX Mep, NPENNPHHAMAEMBIX Ha BBICHIEM

YIIPaBJIEHYECKOM ypOBHE — chopMupoBaTh [10JIUTHKY HHGOPMALMOHHOM Ge30macHo-

cru I1TH (oTpaxaromyro oAX0/b! K 3aIMTe HHBOPMALHHK) U 0GECIIEYHTD e BBIIOJ-
HEHHE, BBIIEIASE HEOOXONUMBIE PECYPChI M KOHTPOJIUPYS COCTOSHHUE Jiell.

Peanmuzanus [Tomutuky mEGOpMAHOHHOH Ge301aCHOCTH IT1s 8 UCITOH co-
CTOAT U3 MEp aAMHHUCTPATHBHOTIO YPOBHS H OPTraHM3alMOHHbIX ([IPOLEyPHBIX) Mep
3alIHUTHI HHOOPMAIHH.

K aZIMHHHCTPaTHBHOMY yPOBHIO OTHOCATCS pEINeHHs PYKOBOLCTBA, 3aTparu-
Batorue aearenbHocts MCII/H B nemom. Ou pemenus 3akpemstores B [lonuTuke
HHpOpMauMOHHO} Ge3onacHocTu. [IpuMepoM Takix pEIeHH MOTYT OBITh:

- IPUHATHE pElIeHHs O GOPMUPOBAHUM MM IEPECMOTPE KOMILUIEKCHOHN Ipo-
rpamMmel obecrniedenus Gesonackoctn [1]IH, onpeneeHne OTBETCTBEHHBIX 32 ee pea-
JIM3A1HI0;

- dopMynMpoBanue Ierel, MOCTAHOBKAa 3ajay, ONpeeleHHE HalpaBJIeHUH

ACATENBHOCTH B 06s1acTu Oe3onacHocTd I1]]H;




- IPUHATHE PEIICHHH 10 BONPOCAM peajiM3allié MPOrpaMMbl Ge30MaCHOCTH,
KOTOPBIE pacCMaTpUBAlOTCA Ha YpOEHEe aaMHHHCTpauvu MP «VYcre-Kynomckuii» B
LETIOM;

- obecnieueHne HOPMATUBHOI (IPaBoOBOH) 6a3bl BOMPOCOB 6E30MACHOCTH H T.II.

HonuTHKa BEPXHEro ypoBHSA KOJDKHA YETKO O4epTUTh CPepy BIUSHHSA U OTpa-
HUYCHHUA NIPH ONpeENeeHuH uenei OesomacHocty [1/IH, onpenenuts KakuMu pecyp-
caMH (MaTepuaibHbIE, IEPCOHAN) OHM OyIyT AOCTHTHYTHI ¥ HailTH Pa3yMHBIA KOM-

IPOMHCC MEXAY IpUEMIIEMBIM YPOBHEM ©0e30MacHOCTH M ()YHKIMOHAIBHOCTHIO

HUCI1n.

Ha oprasn3auuoHHOM ypoBHE ONpeNelsioTcs MpOoLEeAYpsl H NpaBuila QOCTH-
KeHus Lened u pewenus sanay [lomuruxy uHpopMaumorHoi 6e3omacHocTH [1/1H.
DTH NpaBuiia ONpPENENISIOT:

- KaKoBa 00J1acTh NPUMEHEHHUS! TONUTHKK 6e30macHocTH IT)TH;

- KaKOBBI POJIM U OOA32HHOCTH JOJDKHOCTHBIX JIMI, OTBEYAIONINE 33 IPOBEe-
HHE IIOMUTHKH Ge3onacHocTH IT/IH, a Tak e X yCTRHOBHTh OTBETCTBEHHOCT,

- KTO HMeeT npasa foctyna K [1/1y;

- KaKUMH MepaMH U CpeCTBaMM obecniednBaeTcs 3ammTa [1J[H;

- KAKHMH M€paMH M CPeACTBaMHU 00eCIIEYHBAETCS KOHTPOIb 3a COOJIIOIEeHIEM

BBEAECHHOI'O peXXHUMa 0€e30macHOCTH.

OpranusaiyoHHble MEPBI JOJDKHBIL:

- IPEAyCMATpUBaTh pErjIaMeHT HWH()OPMAUHUOHHBIX OTHOIIEHHH, HCKII0Yar-
IMX BO3MOXXHOCTh HECAHKLHMOHHWPOBAaHHBIX JEHCTBUI B OTHOLIEHHH OOBEKTOB 3a-
ILUTHI;

- OIPENCIIATE KOUTHIHMOHHBIC ¥ HepapXU4eCKHe NPUHLHIIEI B METONBI Pasrpa-
HU4eHHs noctyna k [1/]y;

- ONPEAENATh HOPSIOK paboThl ¢ MPOrpaMMHO-MAaTEMaTHYECKHME M TeXHUYe-
CKMMH (aINapaTHble) CPeCTBAMH 3alUMTHI U KPHITTO3AIIUTHI U JOPYTUX 3allMTHBIX

MCXaHH3MOB;




- opranu3oBath Mepsl npotusoaeiictsus HCJ nons3oBaTenssMu Ha 3Tanax ay-
TEHTU(HUKAIKH, aBTOPH3ALUY, HASHTUHUKALUK, 00eCIeYHBAIOLINX TAPAHTHH Peald-

3aIIMH IIpaB U OTBETCTBCHHOCTH Cy6'beKTOB HH(I)OpMaI_IHOHHLIX OTHOILIEHUH.

B opranm3sanuoHHble Mephl JOJDKHBI COCTOSTD U3:

- pernamenTa goctyna B moMetuenuss UCII/x;

- NOpAAOK JONMyCKa COTPYIHHUKOB K Mcnoabs3oBaHuio pecypcoB UCIIIH anmu-
HucTpauud MP «Yctb-KynoMckuiiy;

- periaMeHTa MmpoIleCCOB BeleHUs 6a3 JaHHBIX U OCYLIECTBIEHUS MOaupHKa-
UMM HHQOPMAIMOHHEBIX PECYPCOB;

- perinaMeHTa npoueccoB 00CIy)KUBaHUA U OCYIIECTBICHHS MOIU(DUKAIHH an-
NapaTHBIX B IpOrpaMMHBIX pecypcos MCITu;

- HHCTpyKIui nonb3oBatened UCI I (anMuuuctparopa UCIT/IH, aqMHHHCT-

patopa 6e3onacuoctH, oneparopa UCITIn);

- HHCTPYKIWA NOJb30BaTENs IPH BOZHUKHOBEHHUH BHEIUTATHBIX CUTYAIIUH.

6.4 Ou3uveckne Mephl 3aIHTHI

Pu3UYECKUE MEPBI 3aAIIUTHl OCHOBAHBI Ha IPHMEHEHHH PA3HOro Pojia MEXaHH-
YECKHX, 3JIEKTPO- HIIH 3JE€KTPOHHO-MEXaHHUECKUX YCTPOHCTB U COOPYXKEHHH, CIe-
IHMaIbHO NpeHa3HAYECHHBIX IS CO3MaHus GU3UUECKUX NPENATCTBHH Ha BO3MOXHBIX
OYTAX NPOHUKHOBEHHS M JOCTYNA IOTEHIHABHBIX HAPYIIMTEJIEH K KOMIIOHEHTaM
CHCTEMBI U 3alIMIIAeMON HHQOPMALMH, a TAKKe TEXHUYECKHUX CPEACTB BU3yaTbHOTO
HaOJIIOIeHN s, CBA3M H OXPAHHOMN CHTHATHU3AIAH.

DusuyecKas 3allMTa 30aHHH, NOMELEHHH, 0OBEKTOB U CPeCTB MH(BOPMATH-
3alldKM JIOJDKHA OCYIIECTBJIATBCS MYTEM YCTAaHOBIEHHS COOTBETCTBYIOMIMX IOCTOB
OXpaHbl, C IIOMOMIbIO TEXHUYECKHX CPEICTB OXPAaHBI MK JIHOOBIMH APYTHMH CIIOCO-
6am, MpenOTBPAIIAIONIMME WM CyIIECTBEHHO 3aTPYIHSIOMMMY IPOHUKHOBEHHE B
3M1aHHE, IOMEINCHHS MOCTOPOHHHX JHMI, XHIIeHHe HHGOPMAIMOHHBIX HOCHTENEH,
CaMHX CPeICTB UHGOPMATH3ALMH, HCKITIOYAIOLIMMHI HaXOXKACHHE BHYTPH KOHTPOIIH-

pyemoii (oxpaHseMoit) 30HbI TEXHUYECKHX CPEACTB Pa3BeaKH.




6.5 AnnapaTtHo-nporpamMmmusie cpeacTsa 3amaTthl I1/{a

Texnuyeckue (annmapaTHO-NPOTPAMMHBIE) MEpPBI 3alllHTHl OCHOBAHBI HA HC-
II0JIb30BaHHH PA3IUYHEIX 3JIEKTPOHHBIX YCTPOHCTB U CIIEHHANBHBIX MPOrpaMM, BXO-
psaux B coctaB MICIT/IH ¥ BBIMONHAIOINX (CaMOCTOATENBHO MM B KOMILIEKCE €
APYTMMH CpeICTBaMH) (QYHKLHH 3aI0UTH (MACHTHOHKALHKIO M ayTCHTH(QUKAIUIO
II0JIb30BaTeNICH, pasTpaHMYEHUE TOCTYNA K pecypcaM, pErHCTPALHIO COOBITHIA, KPHII-
Torpaduyeckoe 3aKpbITHe HHPOPMALIUH U T.1.).

C yueroMm Bcex TpeGOBaHHI H NIPUHLMIIOB obecnedenus 6eszonacHocty I[1/JH B
VCII[IH no BceM HampaBJIeHUSAM 3alIMThI B COCTAB CHCTEMBI 3all[UThI JOJDKHBI GBITH
BKJIIOYEHBI CIIEAYIOLINE CpeICTRA:

- CpeAcTBa HACHTH(HKANKK (OII03HABAHNS) H AyTEHTHQUKALMH (TIOATBEPXKIe-
HHA NOJIMHHOCTH ) osib3oBaTeneii UCI/x;

- CPEACTBA pasrpaHHYeHHs LOCTyNa 3aperHCTPUPOBAHHEIX I10JIL30BaTENIeH
cucreMsl K pecypcam UCII/In apmunuctpauun MP «Yctb-Kynomckuii»;

- CpencTBa 00ecneYeHns U KOHTPOJIS LEIOCTHOCTH NPOTPAMMHEIX U MH(OP-
MalHOHHBIX PECYPCOB;

- CPEACTBa OIIEPAaTHBHOI'O KOHTPOJISA M PErHCTPALIMK COOBITHI Ge30I1acHOCTY;

- Kpunrorpaguueckue cpeactsa samutel UCIT/H.

YcremHoe npuMeHeHHe TEXHNYECKUX CPEelCTB 3allUThl Ha OCHOBAHUH IIPHH-
IHIOB (pa3fen 5) NpeanosaraeT, YTo BHIIOIHEHHE MEPEYHCIEHHBIX HIXe TpeGoBa-
HUH 0DecneyeHo OpraHU3allMOHHEIMH (aIMHHHCTPATHBHBIME ) MEPAMH H HCIOJb3Ye-
MBIMH (QU3HYECKUMH CPEACTBAMH 3aIlATHL:

- obecneveHa GU3HUeCcKas LeTOCTHOCTh Beex KommoneHT VCTI/IH;

- KXl coTpyAHHuK (mons3oBarens WCITJH) wiaM rpynna moib3oBaTeneit
HMMECT YHHKAIIbHOE CUCTEMHOEC MMs ¥ MUHUMAIBHO HEOOXOAMMEIE NI BBIIOTHEHUS

MM CBOMX (YHKUHOHANBHBIX OOA3aHHOCTEH IOJHOMOYHS IO JOCTYNY K pecypcam

CHCTEMBI;




- BCC H3MEHEHHA KOH(HMIypalHHM TEeXHHYECKMX H IPOrPaMMHBIX CpPEICTB
HCITl npou3BOASTCs CTPOro YCTAaHOBIEHHBIM MOPSIKOM (PETHCTPUPYIOTCS M KOH-
TPOJMPYIOTCA );

- ceTeBoe 06opynoBaHne (KOHIIEHTPATOPBI, KOMMYTATOPbI, MAPLIPyTH3ATOPLI
H T.IL.) PaclioIaraeTcsi B MeCTax, HeAOCTYIHBIX JUIS IOCTOPOHHHUX (CIIELHATBHBIX T10-
MEIIEHHU X, mKadax, H T.I1.).

- crenuanucramu agMuHUCcTpauud MP «Yctb-Kynomcekuity ocymectsisgercs

HENPEPRIBHOE YNpPaBJICHHE W aJIMMHUCTPAaTHBHAsA IOIJEPXKKa (YHKUHOHHPOBAHUS

CPCACTB 3aALIHUTEI.




7 Kontpous 3¢pexraBHocTH cucremsl 3amutel HCITIn
aamunHcTpannd MP «Ycrb-KylioMckuiny

Koutposs spdextunroctr C3I1/IH N0/DKEH OCYLIECTBSETCS HA NEpHOIMYE-
CKOH OCHOBe. Llenbto KOHTPOJs 3P HEeKTHBHOCTH SIBJISETCS CBOEBPEMEHHOE BBISBIIE-
HHE HeHaunexamux pexumoB paborsl C3I1JH (OTKIIOYEHHE CPENCTB 3allUTHI, Ha-
PYUICHHE PEIKUMOB 32IIUTHI, HECAHKIIMOHAPOBAaHHOE U3MEHEHHE PEeXHMMA 3aLIMTHI H
T.I.), @ TaK MPOTHO3UPOBAHHWE W IPEBEHTHBHOE PEArHPOBAHHE HA HOBBIE YIPO3bI
6e3onacHocTH IT/IH.

KoHTpone MOXeT NpoBOAHTBECS KAaK aJMHHHCTPATOPaMH 6e30I1acHOCTH
WCII/1x (onepaTHBHBIH KOHTPOIb B IIpoliecce HHPOPMAHOHHOTO B3AHMOIEHCTBHS B
HUCII/IH), Tax ¥ NpUBIEKaeMBIMH U1 3TOM LeNM KOMIIETEHTHBIMH OPTraHH3aLMsIMH,
HMEIOIHUMH JIMIICH3HIO Ha 3TOT BHA AEATENLHOCTH, a Takke OCTIAK Poccun H OCb
Poccuu B npenenax ux KOMIETeHIIHH.

KoHTponb MOXET oCyIIecTBNATBCSA aAMHUHMCTPATOPOM 6e30MacHOCTH Kak C
NOMOIIBIO MITATHBIX CPEACTB CHUCTEMBI 3alMThI [1J[H, TaKk ¥ ¢ MOMOUIBIO CIEIHANb-
HBIX IPOTPAMMHBIX CPEACTB KOHTPOS.

Ouenka s3¢dextuBHOCTH Mep 3ammTsl IIJIH MPOBOIUTCS C KCIOIB30BAHHEM
TEXHHYECKHX M NMPOrPAMMHBIX CPENCTB KOHTPOJsS Ha NMPEAMET COOTBETCTBHS yCTa-

HOBJICHHBIM TpeOOBaHMIM.




8 Cpeprnl oTBeTCTBeHHOCTH 32 GesonacHocTs IT/IH

OTBeTCTBEHHBIM 3a Pa3pabOTKy Mep M KOHTPONb Hajd obecredeHHeM
0€30macHOCTH NEPCOHANLHBIX NAaHHBIX gBisgeTcs [ taBa MP «¥Yctp-Kynomcknii»-
PYKOBOIUTENb AOMHHHCTPAlMH paioHAa. PyKOBOIHMTENb MOXET IeJerHpoBaTh
MOJHOMOYMA 10 OOecredeHnIo (e30MacHOCTH  IEPCOHANBHBIX  JAaHHBIX
3aMECTUTEIIIO PYKOBOIUTENS aIMIHUCTPAIIHH palioHa.

Chepa  OTBETCTBEHHOCTH  pPYKOBOAHMTENA  BKJIIOYAET  CIEIYIOLIHE
HanpasjieHHs obecnieuenus Gezonacaocty [1/[H:

- [InarmpoBanune u peanuzanus Mep no obecneueHuro 6ezonacuaoctd []1x;

- Ananu3 yrpo3s 6esonacuoctu I1/IH;

- PaspaboTky, BHenpeHMe, KOHTPONb HCIOJHEHHS W TOJIEPHKAHHE B
aKTyajJlbHOM COCTOSHUH IOJIMTHK, DYKOBOJACTB, KOHUENIMH, MNpouenyp,
PErIaMeHTOB, WHCTPYKUHM M JpYrMX OpraHH3allMOHHBIX JOKYMEHTOB IO
obecnevennto 6e30macHOCTH;

- Konrpons zamumennoctn UT unpacTpykTyphl agMUHHCTpauuu MP
«¥Ycrp-KynoMcknii» ot yrpos Ub nytem;

- Oby4enne n uHopmupoBanme mnonbsosatenedi WCITJH, o mopsixe
pabortsl ¢ I[1/lH u cpencTBaMu 3aIUTHI;

- Ilpenotspamenne, BHISBIEHHE, peardpoBaHME M  pacCIeNOBAHHE
HapymeHuH 6e3onacHocty IT/IH.

IIpu B3aUMOAEHCTBHM CO CTOPOHHMMH OPTaHH3ALMAMU B CIIydYasx, KOIIa
COTPYAHHKAM 3THX OpPTraHU3alUd IPENOCTABIAETCA JOCTYI K 0OBEKTAM 3aIUThI
(pasgmen 3), ¢ 3THMH OpraHM3alUsAMH JOJDKHO OBITH 3aKmoueHo «Coramenye o
KOHQHUICHIHANBHOCTHY, 160 «Cornamenue o COBMIONEHHH pexuMa

6esonacuocty IT/{s npu BeimonHenHu pabot B UCTTuy.




9 Moaeab HapymuTes 6e30nacHOCTH

Ilon mapymmureneM B anmunHucTpanun MP «Vcre-KynoMckuit» noHuMMaeTcs
JUIO, KOTOPOE B PE3YJIbTATE YMBIIUIEHHBIX WM HEYMBIIUIEHHBIX NEHCTBHH MOXKET
HaHeCTH yiepd oObekTaM 3aruThl (pasaen 3).

Hapymmtenu nmonpasnenstorcs no npusHaky npuHamiexsoctd k UCITJIH. Bee
HapyILIMTEIN AEIATCS Ha IBe TPYIIIIBI:

¢ BHeNIHHE HAPYIIMTEJH — QU3MYECKUE JIUIA, He UMEIOIIHe mpaBa Ipe-
ObIBaHHS HA TEPPUTOPHH KOHTPOJIMPYEMOIi 30HBI, B IIpeeax KOTOPOi
pasmemaercs obopynosanue UCT1IH;

¢ BHYTpPeHHHE HAPYUIHTEJH — (U3NYECKHE JIHMIA, UMEIOLIHEe PaBo IMpe-
ObIBaHMS HA TEPPUTOPHM KOHTPOIMPYEMOMN 30HEI, B Ipeaenax KOTOpoH
pasMelaetcs obopynosanue UCIIT/Ix.

Knaccudukamus napymureneii npencrapiena B Mojeny yrpo3 6€300acHOCTH

OEePCOHAIBHBIX IaHHbIX Kax ol UCIT/Ix.




10 Mopeus yrpo3s GezonacHocTH

Hoss UCTIs agmurucTpamuu MP «YcTe-KynoMckuity — BBIIENsIOTCS Clle-
AYIOUIHE OCHOBHBIE KATErOPHHM yrpo3 6€3011aCHOCTH MEPCOHANBHBIX JaHHEIX:

1) Yrpo3sl 0T yTeUKH HO TEXHHYECKUM KaHAJIaM.

2) Vrpo3bl HECaHKIIHOHMPOBAHHOTO AOCTYNA K HHPOPMAIHH:

- YTpo3bl YHHYTOXEHHU, XUIIEeHus anmnapatHeix cpeacts UCIT/IH HocH-
Tened HHGOpMaluHu ImyTeM dusnyeckoro gocTyna K snementam VICIIH.

- ¥YTpossl XHIEHHUs, HECAaHKIMOHUPOBAHHON MOAU(DUKALKY HIH OJ0-
KMPOBaHHsl HHQOPMallMM 3a CUYET HeCaHKLHOHMpoBaHHOro moctyna (HCJH) c
IPUMEHEHUEM MPOTPaMMHO-aNIAPaTHEIX U HPOTPaMMHBIX CPEACTB (B TOM

. HHCIIe IPOTPaMMHO-MAaTeMaTHYeCKUX BO3NEHCTBHI).

- ¥Tpo3bl He peHaMepEHHBIX AeiCTBHI I0Jb30BaTeNel U HapyIIeH i
6esonacuoct ¢ynkunonnposanua UCIIu u C3I1IH B ee cocTase u3-3a c60-
€B B IIPOrPaMMHOM 00€CIeYeH H, a TAKXKe OT YTPO3 HEaHTPOIIOreHHOTo (c6oeB
anmaparypsl H3-3a HEHAJIOKHOCTH 3JIEMEHTOB, COOEB AJIEKTPOIIUTAHUS) U CTH-
XMIHOTO (yZapoB MONHHI, TOXXapoB, HABOAHEHHMH U T.I1.) XapaKTepa.

- ¥Tpo3sl NpeIHaMEPEHHBIX AeHCTBUI BHYTPEHHHX HAPYIIHTEINEH.

- YFpO3BI HCCAHKITHOHUPOBAHHOI'O NOCTYIIA I10 KaHAJIaM CBS3H.

. Onucanue YTpo3, BEPOATHOCTE HX peaM3allHHA, OMACHOCTb H AKTYAJIbHOCTH

NpeacTaBJICHbL B Moaenu yrpo3 6e30macHoCTH IIEPCOHANBHEBIX JAHHBIX Kaxgo#

HUCIIR.




11 Mexanu3m peasmzanun Konnennuun

Peamnsauus Konuenuuu MomKkHa 0CyIeCTBAATECS Ha OCHOBE NEPCIEKTHBHBIX
IIPOrpaMM H IUIaHOB, KOTOPBIE COCTaBIISIFOTCA Ha OCHOBAHUH M BO UCIIOIHEHUE:

- e/iepaNbHBIX 3aKOHOB B 061acTH obecnieyenus HHGOPMALHOHHOH Gesomnac-
HOCTH M 3alUTH! HHGOpMaLIKK;

- nocTaHoBnenui IIpasurensctBa Poccuiickoit ®enepanyy;

- PYKOBOZSIIKX, OPraHU3allMOHHO-PACTIOPSOUTENLHBIX H METOIUYECKHUX MO-
KyMeHTOoB OCTIK Poccuu;

- notpebHocTelt ICII/IH B cpeacTBax obecreveHns 6e30MacHOCTH HH}pOpMa-

OuH.




12 Oxnpaemeliii 3¢ ekt ot peasusanun Konnennuu

Peanuzannsa Konnenmuu 6ezonacaocty IT/{n B UCIT/{H 103BONHUT:

- OLCHUTE cocTosiHue 6e3onacHoctd wHGpopManuud VICII/IH, BBIABUTH UCTOY-
HHKH BHYTPEHHMX W BHELIHUX YIPO3 HHQYOPMAIHOHHON 0e30I1aCHOCTH, ONpPENEuTh
IIPHOPUTETHBIE HANpaBJICHUs NMPENOTBPALICHNUS, OTPAKEHUS U HEUTPaIM3aLMK ITHX
yrpos;

- pa3paboTaTh pacnopsAIMTENbHblE H HOPMATHBHO-METOAMYECKHE TOKYMEHTHI
npuMenuteabHo K UCTTH;

- IpoBeCTH Kiaccudukanuio u ceprudukanmo UCI)Ix;

- IPOBECTH OPraHU3aUHOHHO-PEXHMMHBIE H TEXHHYECKHE MEPONPUATHS 10
obecneuennto Gesonacuoctu I11a 8 UCIT/IH;

- 00ecrednTh HeOOXOMMMBIN YPOBEHD 6E30IaCHOCTH 0OBEKTOB 3aIUTEI.

OcymiecTBienye 3THX MEPONPHATHI 06ECIIEYHT CO3NAHHNE eAUHOM, [IENOCTHOM

U CKOODAMHHPOBaHHOH CHCTeMbl HMH(popManuoHHo GezonacHocty UCITAH u co3-

AaCT YCIOBHUSA NI €€ JalIbHEeHIIero COBCPILICHCTBOBAaHMUSI.




13 CnHcoK HCIO/Ib30BAHHBIX HCTOYHHKORB

OCHOBHBIMH HOPMATHBHO-HPABOBBHIMA H METOTHYECKUMH JOKYMEHTaMH, Ha
KOTOPBIX OasupyeTcs HacTosmas KoHnenus asisioTes:

1 ®enepansrpiii 3akon ot 27.07.2006 r. Ne 152-®3 «O IIEPCOHATIBHBIX JaH-
HBIX» (namee — @3 «O MePCOHAIBHBIX NAHHBIXY), YCTaHaBIUBAIOUIHH OCHOBHBIE
NpUHIHIE! U ycnoBus obpabotku I1J[H, mpaBa, 0OS3aHHOCTH M OTBETCTBEHHOCTH
YJaCTHUKOB OTHOLICHHH, CBA3aHHBIX ¢ 00paboTkoii IT/H.

2 «Ilonoxenne o6 obecrnedeHHH 6e30MACHOCTH NEPCOHANIBHBIX JaHHBIX MPH
ux 06paGoTke B MHGOPMAIMOHHBIX CHCTEMAX NEPCOHANBHEBIX AHHBIX», YTBEPXK/CH-
Hoe ITocranosnenuem [pasutensctsa P® ot 17.11.2007 r. Ne 781,

3 «IlopsimoK MpoBeneHHs KIacCH(pUKALMu MH(POPMAILIMOHHBIX CHCTEM IIEpCO-
HAJIBHBIX NIAHHBIX», YTBEPXKACHHBIH coBmecTHbIM ITpukazom ®CTIK Poccun Ne 55,
@CB Poccuu Ne 86 1 Munungopmcssizu PO Ne 20 ot 13.02.2008 r.

4 «Ilonoxenune 06 0cobeHHOCTAX 06PaGOTKH NIePCOHAILHEIX JTaHHBIX, OCylie-
CTBJIAEMOH 0e3 HCIOB30BAHHS CDEICTB aBTOMATH3ALHMMY, yTBepxneHnoe Ilocrta-
HoBsieHHeM [IpaBurensctBa PO ot 15.09.2008 . No 687.

5 «TpeboBaHus K MaTepHANBLHLIM HOCUTEIIAM OHOMETPHYECKHX NIEPCOHANBHBIX
AaHHBIX M TCXHOJOTUSAM XPAHCHHUs TAKHX NaHHBIX BHE HH(POPMALHOHHBIX CHCTEM
TIEPCOHAILHEIX NaHHBIX», yTBepxKaedHbie IlocranoBnennem IlpaButenscra PO or
06.07.2008 r. Ne 512.

6 «IlonoxeHne 0 METORAX U CIOCOGAX 3ALIUTHI undopmannu B UCT/Tu», y1-

BepxaeHHoe npukasoM PCOK Poccuiickoit ®eneparmu Ne 58 ot 05.02.2010 roaa




